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1 Introduction 

1.1 Purpose 

The primary goal of the service catalog is to present a common vision of the services that EJIE provides its 
client entities, both traditional and new convergence services, to all interested parties. 

1.2 Document contents 

In addition to this introductory chapter, the Service Catalog presents the following contents: 

◼ The description of the service catalog. 
◼ The definition of each line of service and the services contained in them.  
◼ A set of files that reflect the definition, main characteristics and typologies of each service in the 

catalog. 
◼ And the standard service level agreements. 
◼ ENS compliance category by service 

1.3 Related documents 

Documents available through the quality manager: 

◼ Quality management systems (UNE-EN ISO 9001: 2008) requirements 
◼ Information technology Service Management System (SMS). Part 1: (UNE ISO / IEC 20000-1) 

Requirements 
◼ Service Menu (UNE 93200) Requirements 
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1.4 Glossary 

Corrective action An action taken to eliminate the cause of or reduce the likelihood of the recurrence of a 
nonconformity or other unwanted situation 

Preventive action An action taken to avoid or eliminate the cause of a potential non-conformity or other 
unwanted situation 

Service level agreement (ANS or SLA): An agreement made between a client entity and EJIE for a service 
that includes the minimum levels of quality that EJIE must meet as part of providing the services 

Quality The degree to which a set of inherent characteristics meets requirements 

Client: A body or entity with the capacity to initiate the procedure of requesting a new service, or any 
procedure associated with providing a service: order, agreement, commission, modification, follow-up, 
cancellation, etc. Like users, the EJIE units can also act as clients of certain services in the catalog, which 
they may hire for carrying out their activities. 

Continuity of service The capacity for handling risks and events that may have a serious impact on the 
service so the services can be provided at the agreed upon levels in a continuous way. 

Service availability The capacity of a service, or component of it, to perform the required function at an 
agreed time or during an agreed period of time 

Line of service: A logical grouping of catalog services that have common aspects or belong to the same 
scope of action 

Continuous improvement Recurring activities to increase the capacity to meet service requirements 

Non-conformity Non-compliance with a specific requirement 

Process A group of activities that interact or are mutually related that transform incoming elements into 
results 

Product The result of a process 

Procedure The specific way a process or activity is carried out 

Requirement A defined need or expectation that is generally implicit or mandatory 

Service Manager: The primary figure responsible for a service included in the catalog that is provided 
directly to a client. They have a global vision of the service and take the processes and infrastructure groups 
that support them and the clients to whom they are provided into account. 

Customer satisfaction A client's perception of the degree to which their requirements have been fulfilled. 

Information security Preserving the confidentiality, integrity and accessibility of information. It can also 
involve other properties like authenticity, responsibility, undeniability and trustworthiness. 

Service: A group of activities and resources provided by EJIE as a whole that in combination provides a 
valuable product that meets the client's needs insofar as the activities they carry out. 

Quality Management System A set of mutually related elements that interact to define the quality policy 
and objectives and to achieve those objectives 

Service typology: Particularizing a service from the catalog into an element with a more specific value to 
facilitate understanding of the service and how it may be hired. A service typology inherits all the 
characteristics of the service to which it belongs and it may include new specific aspects or commitments 
that have differential features between them but are in the same scope. 

User: A group of people who regularly use a service provided by EJIE as part of their daily activities. A user 
may be external or internal to EJIE, being as for certain services EJIE's own employees may act as users. 



 

Service catalog 

Version 4.2 

 

10 / 79 

2 Service catalog 

2.1 Catalog goals 

The catalog provides a description of each service and its most important characteristics in addition to the 
people in charge of guaranteeing the service is provided and maintained suitably. 

The fundamental objectives of the catalog are: 

◼ To formalize relationships with clients through a unique relationship resource to improve mutual 
understanding 

◼ To provide greater visibility, transparency and information to client entities and users about the 
services they receive 

◼ To create a quality model based on agreements associated with the services that EJIE provides 
◼ To contribute to the continuous adaptation of EJIE to client needs with a flexible resource that in 

turn allows services to be incorporated, modified or eliminated in a controlled way.  
◼ To be a central reference resource to align various internal EJIE initiatives either in the future or 

that are currently under way 

2.2 Services in the catalog 

The catalog has been developed based on the following service definition: 

Set of activities and resources provided by EJIE as a whole, the combination of which provides a valuable 
product that satisfies the needs of its clients based on the business processes they carry out. 

The value of a service for a customer depends fundamentally on two factors: 

◼ Usefulness: A service is useful when it adequately covers the needs of the client who hires it 
◼ Guarantee: Regardless of the previous item, reliability issues (availability, capacity, continuity and 

security) are fundamental for clients and users to be able to use a service as part of their daily 
activities. 

With these two factors in mind, each service in the catalog has a series of precise characteristics that define 
its functionality, and a set of commitments that establish the quality levels that EJIE agrees to meet while 
providing the service. 

The following characteristics have also been taken into account: 

◼ A service has a unitary quality. It can be requested, modified, continued or revoked independently. 
◼ It is expressed in a language understandable to the clients who hire them and it is representative 

based on the activities they carry out. 
◼ It can be adapted and personalized to the client's needs based on the use of predefined options for 

the service. 
◼ It has quality indicators and commitments that make it possible to see the performance of the 

service globally. 
◼ Every agreement formalized in writing between EJIE and a client entity to provide a service from 

the catalog is an instance of the service. 
◼ Every service instance can be quantified in terms of cost independently of the other instances. 

2.3 Catalog maintenance 

The EJIE Management Committee transfers the strategic objectives of the organization and the needs of the 
clients to the catalog services and actively participates in identifying new services and business opportunities 
alongside the people responsible for the services. 
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The people responsible for services constantly evaluates the suitability of the services defined in the catalog, 
given that: 

◼ They have a global vision of the service in terms of the functionality it supports (usefulness), and 
the quality terms under which it is provided (guarantee). 

◼ They are familiar with EJIE processes, the infrastructure groups that support them and the clients 
they are provided to.  

◼ They manage and supervise the service. And  
◼ they participate in creating the assigned service level agreements. 

The Management Committee reviews the catalog at least annually to adapt it to any new needs, when 
necessary.  

The catalog has been integrated into the Quality Management System. In this way, it can be ensured the 
catalog complies with the organization's reference standards for the topic and that the information in the 
catalog accurately reflects the services provided. 
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3 Rights and obligations of client entities 

Whoever uses or interacts with the EJIE services from this catalog, be they clients or individual users, have 
a series of general fundamental rights that are applicable to any element presented in this document. 

3.1 Client rights 

Any EJIE client who hires any of the services in this catalog acquires at least the following rights:  

◼ Posses and have access to the resources they need to: 

- access the service catalog to find out about the services that EJIE offers the client 
- consult the general characteristics of each service to see its objective, scope and the group 

to which it is directed  
- access the applicable rates for hiring a service instance such that can know how much it 

costs and budget for it appropriately 
- and know the characteristics of the agreements made with EJIE regarding the services 

requested 

◼ Clients can file complaints about the services they receive. 
◼ The client can obtain reports on the performance of the service hired. 
◼ Clients may make modifications to the services received to adapt them to their needs, as 

established in the characteristics of the service, using formalized channels and procedures. 
◼ Clients will have contact persons and channels to access them to discuss aspects of their service. 

3.2 Client obligations 

Any EJIE client who hires any service from the catalog acquires at least the following obligations:  

◼ They must be familiar with the characteristics of the services they are provided and with the quality 
commitments acquired by EJIE. 

◼ They must comply with the conditions of use of the services and the agreement they made jointly 
with EJIE. 

◼ They must use the access channels and established procedures to request information or request 
a modification of the terms under which any service is provided. 

◼ They must provide the necessary information, if so required, so EJIE can provide the services as 
set out in the service catalog and in the agreements made jointly with EJIE. 

◼ They must comply with current legislation regarding the use of the technological resources that 
make up the services and for processing personal data. 

3.3 Regulatory standards 

◼ Decree 36/2020, of March 10, regulating the Information and Communications Technology 
Management Model in the Public Sector of the Autonomous Community of the Basque Country. 

◼ Regulation (EU) 2016/679 of the European Parliament and of the Council of April 27, 2016, on the 
protection of natural persons with regard to the processing of personal data and on the free 
movement of such data (as of May 25, 2018). 

◼ Organic Law 3/2018 of December 5, on the Protection of Personal Data and the Guarantee of 
Digital Rights. 

◼ Law 9/2017, of November 8, on public sector contracts, transposing into Spanish law Directives 
2014/23/EU and 2014/24/EU of February 26, 2014, of the European Parliament and of the Council. 

◼ Royal Decree 1098/2021, of October 12, approving the General Regulations of the Law on Public 
Administration Contracts. 

◼ BOE-A-2022-7191. Royal Decree 311/2022, of May 3, regulating the National Security 
Scheme.Processing. 
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3.4 service claims 

Client entities and users may file complaints associated with a service when any characteristic of it has not 
been fulfilled or they are not satisfied with how it has been provided. The complaints will be handled by the 
EJIE Quality Management System following the procedures described in the Quality Manual.  

When a complaint about a service is not resolved through normal channels clients may request to have it 
handled by the EJIE Management Committee by email at reclamaciones@ejie.eus. 

3.5 Ways of participating 

Client entities and users can formally participate in the management and review of the service catalog by 
contacting EJIE to present their opinions, suggestions, claims or complaints about services received through 
different channels: 

◼ by email to the person in charge of the service 
◼ filing a complaint with the CAU at telephone extension 440 
◼ filing a complaint with the tool enabled for handling service requests, where applicable 
◼ filing a complaint with the Quality Management System by email at reclamaciones@ejie.eus 
◼ filing out the satisfaction survey that is periodically done by the Quality Management System 

3.6 Commitments and service quality 

Every service in the catalog has quality commitments that set the minimum levels of service committed to 
annually. In general, two commitments have been established for all the catalog services: 

◼ formally respond to all complaints filed within a maximum period of one month 
◼ Maintain a minimum level of satisfaction in customer surveys of 7 out of 10 

 

Service commitments (service level agreements) are continuously monitored and analyzed through a set of 
indicators and appropriate control levels. Other indicators are also available in which relevant information 
such as volumes and workloads can be monitored. 

If any of the commitments are not met, the corresponding service manager will define the necessary 
actions to correct the situation and prevent client entities and users from being affected. 

On the other hand, in the EJIE Quality Management System, the management review report is prepared 
annually, in which, among other things, it is reported: 

◼ the behaviour of services in terms of achieving the goals 
◼ information about trends in service levels 
◼ any non-conformities in regards to the reference standards or service requirements and the 

identified cause 
◼ measures of customer satisfaction, service complaints and the results of the analyses of measures 

of satisfaction and complaints 

mailto:reclamaciones@ejie.eus
mailto:reclamaciones@ejie.eus
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4 Lines of service 

To facilitate their management, the catalog services have been grouped into blocks or Service Lines that 
represent activities and products with similar characteristics, or focused on the same scope of action: 

◼ Technical Assistance and Consulting 
◼ Communications and security  
◼ Infrastructures 
◼ Platforms 
◼ Projects 
◼ Workplace 
◼ Users 
◼ Other services 

4.1 Technical Assistance and Consulting  

Services that involve advising, consulting and support by EJIE for its clients with specialised staff that have 
knowledge in one of the following domains: 

◼ Specialized knowledge of a specific field of technology (communications, projects, security) 
◼ Knowledge of technological solutions on the market that respond to standard customer needs 
◼ Knowledge of the Public Administration, the Basque Government and the processes they carry out 

EJIE has the following services in its line of Technical Assistance and Consulting:  

Service Definition 

Technical support The goal of the Technical Support service is to provide specialised personnel to EJIE clients based on 
the needs they specify. 

Consulting The Consulting service includes committing EJIE's expert staff in different fields (infrastructures, 
projects, security, definition of standards) to analyse clients' needs and provide solutions and associated 
action plans. 

4.2 Communications and security  

The communications area includes services related to the connections required by convergence clients. This 
line also includes telecommunications services necessary to connect to both the EJIE private network and 
the outside world. 

The security area covers a range of cybersecurity services that allow the protection of the systems, networks 
and information of the different entities, thus guaranteeing the integrity, confidentiality and availability of the 
information. 

 

Communications services 

Service Definition 

Building 
connectivity 

The building connectivity service aims to cover all data transmission needs of all kinds between EJ/GV 
buildings. The management and contracting of external services for the implementation of 
communications infrastructure required by each of the clients will be centralized. This service also 
covers the Internet access required by the entities. 

Managed SMS 

This is a service that facilitates providing SMS service to entities and bodies in the public sector that 
wish to use the service. The service has the following characteristics: 

− A guaranteed and exclusive flow capacity of 200 SMS/second for each entity (not shared) 
− The flow capacity can be expanded if needed for special campaigns. 
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Voice 

Service dedicated to offering an IP telephony platform that allows entities subscribed to the service to 
offer Telephony, Contact Center and operator services. In addition, through the fixed telephony service, 
interconnection to the Public Telephone Network is allowed. 

Mobile 
communications 

This service fulfils the needs of client entities and users in regards to managed and secure mobile 
communications (voice, data and additional value added services). 

Video 

This video-conferencing and video management platform will let entities that join the service have 
access to the features below:   

− Hold video-conferences between people from the same entity, different entities or external 
entities. Those users may join a video-conference using any device that meets the 
requirements (desktop, mobile, tablet VoIP, conventional phone or a specifically equipped 
room). 

− Record audio and video of video-conferences 
− View content broadcast live or on demand 
− Advanced audiovisual content editing 

LAN and WIFI 
Infrastructure 

The LAN and WIFI Infrastructure service aims to adapt the existing infrastructure in the entities, as well 
as to provide the new infrastructure that is necessary. This service also includes the supply of the 
elements of the access network, both wired and wireless LAN. 

 

Security services 

Service Definition 

Identity and 
Access Protection 

Security services aimed at protecting identities (mainly users) and their access to different services and 
resources 

Infrastructure, 
Application and 
Endpoint 
Protection 

Security services aimed at protecting the different elements used to offer service to end users. From the 
Infrastructures and Endpoints (servers) on which the Applications that serve users are mounted, to the 
Endpoints (stations of all kinds) that users use to consume the available resources. 

Advanced 
Security 
Monitoring and 
Response 

Security Services whose objective is to proactively carry out a series of activities to monitor the security 
status of the different elements of the IT ecosystem and respond effectively to both the risks and threats 
detected, as well as to cyber incidents that may occur. 

4.3 Infrastructures 

Managed infrastructure services offer convergence customers a variety of subscription options to meet the 
needs of their business processes. These services provide the full range of on-premise cloud architecture 
offerings such as: IaaS, BaaS, STaaS, as well as cloud native and hybrid multicloud and hyperscale cloud 
and non-cloud environments such as Housing and physical server provisioning. 

The infrastructure services support hardware and software infrastructures from the rest of the convergence 
services. 

 

EJIE has the following services in the infrastructure line:  

Service Definition 

Housing This service provides physical space and facilities for incorporating a client's own infrastructure elements 
in the EJIE DPC. In addition to physical space, electrical connections, climate control, internet 
connection, installation and deinstallation, recycling and remote hand options and backup tape storage 
are provided. 

IaaS 
Technological 
Infrastructures as 

In an infrastructure modality as a cloud service (Cloud IaaS), the IaaS service provides an agile model of 
information technologies that prioritises speed and flexibility. 
It is a Cloud with hybrid interoperability based on automated Infrastructure and secure application 
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a Service segmentation that is conceived to provide IT services to the Basque Government, Autonomous Bodies 
(AB) and other Entities of the Basque Public sector. 
The IaaS service can be internally fed by Public Cloud services in a way that is transparent for clients. 

Zaintza Backup This is a managed backup service consumed by all clients whose information systems reside on 
BATERA, in addition to all clients who request it. 
This service provides clients with data protection by executing backup processes for their data every 
day. It can be used for protection as well as for restoring any lost or damaged data. 

STaaS Storage as 
a Service 

This service provides managed storage for clients who request it. Depending on the kind of origin 
service that needs to access and consume this storage service, one kind of storage or another will be 
provided depending on several factors like access protocol, performance or capacity. 
This service provides clients with access to a data storage platform. It can be used for data transfers 
and redundant storage or to restore lost or damaged data. 

4.4 Platforms 

Managed platform services offer convergence customers a variety of subscription options to meet their 
business process needs. These services offer different models of CaaS, PaaS, SaaS solutions both in on-
premise scenarios and in cloud-native and hybrid environments. 

Service Definition 

Hosting The service covers the global technological management of applications, computing, storage, networks 
and contingencies in a flexible way. It covers the entire life cycle from identifying systems to be 
integrated into the Batera Cloud including definition and transition to the cloud and operating and 
supporting it after integration. 

− Basic Hosting - server management: This service modality is geared towards clients who 
have independence for managing their information technology platforms, but who prefer to not 
worry about managing the infrastructure that supports those platforms. In addition to the 
services offered in the IaaS modality, basic hosting includes specialized technical support 
available to collaborate on managing incidents and problems that arise in the infrastructure 
and that the client's IT team cannot solve by itself. 

− Intermediate Hosting - platform management: This service modality is geared towards 
clients who want to have control over their own business applications, but they do not want to 
worry about managing the standard platforms and products needed for their business 
applications to work properly, in addition to the infrastructure management already included in 
the Basic modality. It likewise includes specialised technical support for queries and problems 
that may include escalation to the manufacturer. 

− Advanced Hosting - application management: This modality is geared towards clients 
seeking the highest quality of service. Our support teams will be in charge of fully managing 
and administering the client's main databases and products that support their business 
applications. It is based on a standardization of those business applications and their life 
cycles, maximizing availability and security. 

Data Analytics 
Platform - BatData 

BatData is a data and analytics platform hosted on the AWS public cloud that allows entities subscribed 
to this service to enjoy data ingestion, processing, storage, analysis and visualization capabilities. 
Therefore, this service will help entities collect data from various sources, store it, transform it and make 
it available to end users. 
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4.5 Projects 

These services include developing, implementing and maintaining applications as well as any other services 
related with integrating IT products into the Basque Government infrastructure. 

Technology projects that result in products that can be used directly by users who use them or by other 
services are included in this line. 

EJIE has the following services in this line of projects:  

Service Definition 

Application 
development 

This service is for meeting client's needs through planning, designing and developing custom products 
or configuring standard solutions. The service guarantees compliance with the standards of the Basque 
Government and EJIE's internal regulations. 
The service includes quality control of applications to ensure the technical and functional reliability and 
quality of the products that are going to be incorporated into the Basque Government's infrastructure. 

Application 
maintenance 

This service is for corrective and evolutionary maintenance tasks for products based on custom 
application development or configuring a standard solution while ensuring compliance with the 
standards and internal regulations of the Basque Government. 
The service includes quality control of applications to ensure the technical and functional reliability and 
quality of the products that are going to be incorporated into the Basque Government's infrastructure. 

Technological 
projects 

The Technological Projects service includes studying, planning and carrying out technical projects for 
designing or implementing technological solutions that will later be used by other services, e.g. 
Application Development, or for updating current resources to meet new client or EJIE needs, e.g. 
updating Oracle to a new version. 

4.6 Workplace 

The services included in the workplace provide users of client entities all the tools needed to do their day to 
day activities in their workplace, either at work or remotely, with hardware, software or support. 

Service Definition 

Collaboration and 
communication 
services 
(Elkarlan) 

The Elkarlan service is a group of services oriented towards improving the productivity of public 
employees of the Basque Government. These services are provided to clients as packets to provide the 
most suitable response for different user profiles. EJIE can provide the Elkarlan services in two 
modalities: 

− On-site Includes the following services provided in the EJIE cloud: 

• Email (MS Exchange) 
− Cloud SaaS It also provides the possibility to hire different Office 365 plans provided directly in 

the Microsoft cloud. 

• Exchange On-line 

• Office365 Enterprise E1 

• Office365 Enterprise E3 

Virtual Desktop 
Service (Lekuona) 

This is a workstation virtualisation service (virtual desktop) for end users and the business applications 
they use every day (virtual applications) that are based on VMWare products. 
This service can be used with any device and from any place. Access is through every client's corporate 
user. 

Printer 
management 

This is a service for providing printing devices, services associated with breakdown maintenance and 
configuration and providing all the consumable components so users can be guaranteed to have a 
viable, managed and efficient printing environment. 

Managed 
Workplace 

This service provides users with the technological resources they need for day to day activities at their 
workplace and it meets the needs of every client entity and adheres to the policies and rules for each 
entity that consumes the service at all times. 
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4.7 Users 

All the services in the catalog include user support, identity and access management, and standard security 
monitoring defined for each service when they are hired. 

The following services and promotions are also provided.  

Service Definition 

Identity and 
access 
management 
(IAM) 

The primary goal of the identity and access management service, hereinafter the IAM service, is to 
establish the guidelines for identity governance in the services EJIE provides to entities that 
consume or administer convergent services. 
The following typologies of service are provided: 
− Administrator identities 

▪ They are administrative identities or ones that have some kind of privilege that can be 
granted to any person who can administer a convergent service globally or partially: 
▪ Authorised users from entities 
▪ Support users (systems) 
▪ Technical assistance (development) 
▪ Ejie 

− Managed Identities 
▪ They are always consumption identities that allow consuming convergent services. 

− Cloud Identities 
▪ They allow access to cloud applications or services, which may be services provided in 

convergence or an entity’s own cloud services. 

User Service 

The user service provides support for users (human capital) of the companies, providing value, 
trust and reliability. We have staff, technology and processes prepared and oriented specifically to 
help people with their day-to-day relationship with technology, creating security among the 
members of the team and fostering trust in the tools used every day for business processes. 
 
Its goal is to be the single point of bilingual contact for resolving or managing incidents that are 
generally circumscribed by the IT sphere, although it is possible to create AD-HOC definitions for 
certain processes. (employees (B2E), consumers (B2C), professionals (B2B)) 

4.8 Other services 

These services cannot be put in other lines. They are generally created from individual projects that have 
been consolidated into services after the fact. 

Likewise, this line includes custom services designed and created by EJIE to meet the particular needs of a 
client entity in a given period of time. 

EJIE provides the following services in the Other services line: 

Service Definition 

Custom services Custom services include all services associated with the particular needs of a client that cannot be met 
by other services in the catalog. They are created specifically for that client entity and they are 
withdrawn once their service period ends.  
If a custom service can be reused, the EJIE Management, with support from others, will evaluate 
whether it should be included in the service catalog. 
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5 Service Sheets 

A descriptive sheet has been included for every service provided to client entities to better delimit the scope 
of action in order to set out the basic aspects that characterise the service. 

There is a brief description of each field on the service sheets below: 

◼ Service name: Name of the service described on the sheet 
◼ Service line: Logical group or line the service on the sheet belongs to 
◼ Person responsible: The person in charge of the assigned service and their contact email 
◼ Client: Bodies or entities that can request or hire the service 
◼ Definition: Brief description of the service, similar to the previous section of the document 
◼ Characteristics: Basic aspects that define the service including basic conditions for providing the 

service and support for it 
◼ Service typologies: List and definition of the typologies of the service, if available 
◼ Service offer: List and definition of the offer to which the service subscribes, if available 
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5.1 Technical Assistance and Consulting 

SERVICE SHEET 

Service name 

Technical Assistance 

Service line 
Technical Assistance and Consulting 

Person responsible 
Juanjo Villa 
jj-villa@ejie.eus 

Clients 
− Directorate of Information Technology and 

Telecommunications 
− Government Depts. 
− Public Bodies 
− Public companies  
− Autonomous Community Bodies 

Definition 
The goal of the Technical Assistance service is to provide specialised personnel to EJIE clients based on the needs they 
specify. 

Characteristics 
− Internal or external staff with suitable qualifications are assigned for Technical Assistance or consulting duties in 

accordance with the IT needs expressed by the client. 
− Functional analyses are carried out for designated projects. 
− Management and quality control for certain projects, activities and processes 
− Support for implementing information systems 
− Development project management for EJIE engagements 
− Collaboration on IT planning for the corresponding department or body 
− Technical interlocutor for inter-departmental or inter-institutional collaboration when required 
− Analyse situations and progress forecasts for a department or body and identify and contribute proposals for suitable 

technological solutions 

− All commitments are considered to be billable, except: 

o Maternity leave 

o Leave with TD (acknowledged temporary disability) 

o Vacations and leave permits 

o Union hours 

o (Overtime should be zero, barring exception. If overtime is billed it must be neutral and, consequently it will 
be paid, when the hours are worked or compensated.) 

Service Typologies 
This service does not have any service typologies. 
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SERVICE SHEET 

Service name 

Consulting 

Service line 
Technical Assistance and Consulting 

Person responsible 
Aritza Iratzagorria 
a-iratzagorria@ejie.eus 

Clients 
− Directorate of Information Technology and 

Telecommunications 
− Government Depts. 
− Public Bodies 
− Public companies  
− Autonomous Community Bodies 

Definition 
The Consulting service includes committing EJIE's expert staff in different fields (infrastructures, projects, security, definition of 
standards) to analyse clients' needs and provide solutions and associated action plans. 

Characteristics 
− Comparative market studies for selecting technological solutions 
− Agreement to determine project deadlines, costs and quality 
− Specialized advising on information systems, technologies and tools 
− Preparation of Technical Specifications and Contract Proposals 

Service Typologies 
− Analysis: The service includes doing an analysis of the situation and providing a set of guidelines to solve the problem. 
− Analysis + Options study: The project will carry out an analysis of the current situation and provide a description of 

available options for solutions to the problem. 
− Analysis + Study of Options + Planning the Option: The project will carry out an analysis of the current situation as well 

as a study of the available options, including an action plan that includes the actions to be taken to implement the chosen 
solution. 

− Analysis + Study of Options + Planning the Chosen Option + Execution of a Pilot or Proof of Concept: An analysis 
of the current situation is included in addition to identifying and planning the implementation of the solution chosen and 
creating a pilot that verifies the suitability of the solution. 
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5.2 Communications and security 

SERVICE SHEET 

Service name 

Headquarters connectivity 

Service line 

Communications and security 

Person responsible 

Josu Bagazgoitia 
j-bagazgoitiasaez@ejie.eus 

Clients 

− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

Definition 

The purpose of the headquarters connectivity service is to cover all data transmission needs of all kinds between EJ/GV buildings, 
dependent bodies and public entities. The management and contracting of external services for the works to implement the 
communications infrastructure required by each of the clients will be centralised.  

In addition, the service also covers internet access demanded by entities. 

Characteristics 

The telecommunications services requested will let EJ/GV and the other bodies meet the following basic goals:  

− Establish adequate means of transmission for efficient corporate communications between EJ/GV offices and entities to be 
possible. 

− Establish adequate means of transmission for private connections for different kinds of services to be possible. 
− Create the tools and mechanisms for monitoring and managing the services hired at all levels involved that make the 

maximum level of action for the EJIE technical services and absolute control possible. 
− Guarantee maximum levels of efficiency, quality, privacy and security of all communications in their totality at all times. 

Service Typologies 

The service typologies entities may hire are shown below: 

− SDWAN 
− MPLS (standard/encrypted) 
− Dark fibre 
− Optical service (standard/encrypted) 
− Private connection to public cloud service 
− Other (4G/5G, asymmetric VPN-IP) 

The following service requests can be made with the Passive WAN Infrastructure service: 

− Service subscription 
− Time event subscription 
− Move the service to a new or existing building 
− Modify the service 
− Unsubscribe from the service 
− Request a specific service report 

In addition, monitoring the building's electrical consumption can be requested with these services. 
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Internet access 

The purpose of the service is to provide local Internet access in buildings that request it. The types of internet service offered to 
entities are: 

− Guaranteed diversified 
− Guaranteed not diversified 
− Guaranteed secure 
− Not guaranteed 

 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE SHEET 

Service name 

Managed SMS 

Service line 

Communications and security 

Person responsible 

Josu Bagazgoitia 
j-bagazgoitiasaez@ejie.eus 

Clients 

− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

Definition 

SMS service can be provided to public sector entities and bodies that want to subscribe can be provided with the Managed SMS 
Service  The service has the following characteristics: 

− A guaranteed and exclusive (not shared) flow capacity of 200 SMS/second for each entity 
− The flow capacity can be expanded if needed for special campaigns. 
− It is based on two elements: 

• A2P Messaging: Global SMS and MMS messaging solution On one hand, it provides access for the remote 
client application to the message infrastructure so SMS and MMS can be exchanged.  
On the other hand, it manages the interfaces with the mobile network elements so messages can be transmitted 
and makes those interfaces transparent for clients. 

• MenTes: A software and services platform of associated IT that, operating on the A2P messaging service, 
expands and refines its functionality to adapt it to each entities specific requirements. 

Characteristics 

− Platform redundancy with active-active with access using 1 IP or 2 IPs. It has two platforms in two different geographic 
locations so that traffic can be taken on by the second one if one of the locations goes down or has degraded service. 
Both platforms (2 IPs) can optionally be accessed and traffic can be directed to one or the other at the discretion of every 
entity. Or a single entry point (1 IP) can be accessed and the provider is the one who balances traffic between the two 
platforms. 

− High level compliance with National Security Scheme 

Service Typologies 

The service is provided in a single typology called the Managed SMS Service. 

Technical Services Included 

− Domestic SMS: Users can sign-up with a long or short number 
− International SMS 
− Private connections 
− Tools available: 

• Website with statistics and reports 

• Website for campaigns 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE SHEET 

Service name 

Voice 

Service line 

Communications and security 

Person responsible 

Josu Bagazgoitia 
j-bagazgoitiasaez@ejie.eus 
 

Clients 

− Directorate of Information Technology and 
Telecommunications 

− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

Definition 

This service provides a VoIP platform that lets entities subscribed to the service provide the following features: 

− Make calls within the same entity 

− Make calls between entities using the service without going out to the public network 

− Make calls abroad (out-of-band using the unified public network) 

− Create a contact centre for call management (with agents and supervisors) 

− Manage calls using an operator station 

− Record Calls 

− Configure interactive response systems (IVR) 

− Configure voice mailboxes  

− Have access to platform use information: activity of extensions and call pricing 

The following issues were taken into consideration while designing this service: 

− Maximum interoperability with the technology users already have and that they may have in the future 

− Standards-based solution that guarantees continuity and sustainability 

− User-friendly 

− High availability 

− Scalability, the service should be prepared to grow according to demand 

 

Service Typologies 

VoIP 

This service allows these types of calls to be made: 

− Calls within the same entity 
− Calls between entities using the service without going out to the public network 
− Calls outside the entity (out-of-band using the unified public network) 
Depending on the options selected, clients may likewise have access to additional features: 

− Voicemail (includes personal operator system) 
− Call Recording 
− The following kinds of extensions are distinguished in this typology. 

• Basic telephone extension 
• Advanced telephone extension (includes survival) 

In either case (basic or advanced extension), users can choose either one or both of the options below (additional 
features):  

− Voicemail (includes personal operator system) 
− Call Recording 

 
 



 

Service catalog 

Version 4.2 

 

26 / 79 

Contact Center 

This service lets users create a call management centre to distribute calls among agents depending on their skills and 
access reports with all call activity. It has the following characteristics: 

− ACD: personalised distribution rules can be configured 
− CTI: Integration with management applications, scripts, IVRs and developments through the MiContact Center 

Enterprise SDKs 
− IVR: Incoming and out-going ASR and TTS support 
− Predictive dialling: Progressive predictive dialling system with an interface for importing contacts 
− Call Recording  
− Reports: Immediate access to statistical information about contact centre activity with pre-designed reports It also lets 

reports be customised on client request. 
− Web App: For designing web applications, data forms and dynamic scripts integrated into the contact centre 
− Flow design: Graphical tool that lets users program IVR applications, workflows and task automation 
− Integrations with information systems and business processes for workflow automation 
− Agent: Interface that replaces physical telephones and lets telephone interactions be managed 
− Supervisor: Web interface for supervising and monitoring agents in real time that makes it possible to monitor and 

support the service agents are providing 
− Administrator: Configuration and access interface that allows unified administration of the entire system 
− Web-based configuration: Access to common contact centre configuration data including agents, service groups, skills 

and other things  
− Possibility of redundancy (if contact centre agents are associated with survivable extensions and there is local 

replication of contact centre services) 
Operator Station 

With this service calls can be managed and distributed using an application installed on a computer. Its main features are: 

− Phone book access (global and by entity) 
− Customizable interface (colours, thresholds, shortcuts, ...) 
− Functions via keyboard shortcuts 
− Making calls and other mouse or keyboard operations 
− Detailed information about incoming calls 
− Information about the status of the platform extensions 
− Queues can be viewed 
− Real-time and historical reports 

Access to Public Telephony Network  

❖ Landline Telephony 

This service allows interconnection to the Public Telephone Network. Its main features are: 

− Analog line (RTB): multi-frequency dialing, call waiting, three-way calling, call forwarding, … 
− Basic access ISDN: multiple numbering with direct incoming dialing, call waiting, call forwarding… 
− Primary access ISDN: multiple numbering with direct incoming dialing, call waiting, call forwarding, … 

− NGN access (SIP Trunk): multiple numbering with incoming direct dialing, codecs G.711a, G729a, G729ab, T.38,. 

− Direct DDI number: direct number for ISDN and NGN dial in. 
− Reverse charge number (900 – 800) 
− Shared costs number (901) 
− Shared costs number (902) 
− 0xy number 
− 1xy number  
For entities that have emergency equipment and interconnection to the Public Telephony Network, if they wish, 

they can have the previous services with a second Operator for greater redundancy. 

Rates 
The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE SHEET  

Service name 

Mobile communications 

Service line 

Communications and security 

Person responsible 

Fernando Ruiz Marroquín 

fernando-ruiz@ejie.eus 

Clients 

− Directorate of Information Technology and 
Telecommunications 

− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

Definition 
The service seeks to guarantee that all managed and secure mobile communications needs (voice, data, SMS, MMS, 
RCS, VPN, EMM, LBS, M2M, etc.) for the sectorial networks, organizations, and public entities of the Basque Country 
are satisfied. 

Characteristics 
The service has the following general characteristics: 

− The services make it possible for all the mobile communications needs (voice, data, SMS, MMS, RCS, VPN, EMM, 

LBS, M2M, IoT, etc.) for the sectorial networks, organizations and public entities of the Basque Country to be satisfied. 

− Interconnection with existing private voice switching infrastructure, through which the traffic to and from corporate land 

lines will flow is provided. The network infrastructure with which the provider will provide this service must obligatorily 

be supported by physical means based on ground infrastructure. 

− Private interconnection for data transmission with sectoral networks or entities 

− Quality coverage with capacity that is suitable for business needs in the entities' buildings 

− Various types of mobile terminals (individual user, mobile office etc.) will be provided for purchase or lease 

− Accessories for mobile terminals will be provided 

− Management at all levels 

− Security management, including production devices, widely used corporate and public applications, users' work 

procedures, statistical forensic analysis and active vigilance procedures. 

Service Typologies 
− Public network interconnection services 

− Private network interconnection services 

− RPV interconnection services 

− Basic services 

− Supplementary services 

− Virtual switchboard 

− Location Based Services 

− Traffic prioritization 

− Satellite Communications 

− Metered services 

− Mobile terminals 

− Mobile VPN Management 

− EMM management 

Rates 
The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE SHEET 

Service name 

Video services 

Service line 

Communications and security 

Person responsible 

Josu Bagazgoitia 
j-bagazgoitiasaez@ejie.eus 

Clients 

− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

Description 

This video-conferencing and video management platform will let entities that join the service have access to the features below:   

− Hold video-conferences between people from the same entity, different entities or external entities. Those users may join a 
video-conference using any device that meets the requirements (desktop, mobile, tablet VoIP, conventional phone or a 
specifically equipped room). 

− Record audio and video of video-conferences 
− View content broadcast live or on demand 
− Advanced audiovisual content editing 

 

Characteristics 

Some use cases for the service can be: 

− Holding periodic follow-up meetings involving several of the organisation's offices 
− Working on a document from several locations 
− Recording a videoconference session so it can be watched later (for training or legal purposes) 
− Broadcasting a training course live 
− Making courses or other content available to users so it can be consumed on demand  

 

The following issues were taken into consideration while designing this service: 

− Maximum interoperability with the technology users already have and that they may have in the future 
− Standards-based solution that guarantees continuity and sustainability 
− User-friendly 

Scalability, the service should be prepared to grow according to demand 

Service Typologies 

Videoconferencing and Video Management 

This typology of service lets people from the same entity and people from different entities that subscribe to the service have 

videoconferences. It is also possible to include people from external entities in the sessions. Users can join a videoconference using 

any device that meets the requirements (desktop, mobile, tablet, VoIP, conventional phone or specifically equipped room). 

Using the recording functionality it is possible to capture video from a videoconference that is being handled by the video platform or 
other content generated by users, for example video from a webcam. Audiovisual content can be edited and organised with the video 
content manager. 

Insofar as viewing content, content can be played in the following on demand or live broadcast modalities. 

− In relation with videoconferencing: 

• Point to point and multi-point videoconferencing 

• Including any device that meets the standards in the session 

• Incorporating Microsoft corporate collaboration tools (Skype, Lync) 

• Incorporating Microsoft corporate email platforms (Exchange) 
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• Incorporating corporate telephone platforms 

• Creating virtual meeting rooms 

• Scheduling meetings 

• Directories to make marking more agile 

• Sharing content during the session 

• 1080p HD video quality 

• Integration with existing videoconferencing solutions   

• Security policies for accessing the service can be used 

− In regards to recording: 

• Access to recording using corporate credentials 

• Point to point or multi-point videoconference recording 

• 1080p @ 30 fps recording quality 

• Virtual recording studio creation 

• Supports leading standards (WMV, MP4) 

• Video capture from:  

▪ Studio equipment with H.323/SIP standards 

▪ From Microsoft platforms (Lync or Skype for Business) 

▪ From WebRTC 

− Insofar as the video management portal: 

• Access to the content management portal using corporate credentials 

• Web interface for uploading, downloading or editing content 

• Audiovisual content search by creator or keyword 

• Ratings or comments can be included with the videos 

• User roles can be created (administrator, read-only, validator, etc.) 

• Publishing and shared use of recording in public or private channels 

• Content access policy configuration 

• Links to content can be sent via email 

• Video labelling and categorisation 

• Attached documents related with the audiovisual content can be created to help or complement the video 

• Compatible with the main video formats (WMV, MP4) 

• HTML5 and Flash compatible player built-in 

• Basic content editing (subtitles, watermarks, etc.) 

• Advanced content editing (pre and post cut, division, superimposition)  

• Event organising 

• A validity date for a video can be created 

• Content encryption 

• Can be integrated with third party applications 

• Unicast and multicast streaming 

• 1080p play quality 

• Content backup 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE SHEET 

Service Name 

LAN and Wi-Fi infrastructure 

Service Line 

Communications and security 

Person responsible 

Josu Bagazgoitia 
j-bagazgoitiasaez@ejie.eus 

Clients 

− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

Description 

The LAN and WIFI Infrastructure service aims to adapt the existing infrastructure in the entities, as well as provide the new 
infrastructure that is necessary. This service also includes the supply of the elements of the access network, both wired and wireless 
LAN. 

Characteristics 

The LAN and Wi-Fi Infrastructure service includes: 

− Adaptation of the existing infrastructure in the buildings and headquarters of the entities. 
− Supply and installation of LAN and WLAN service in the headquarters/buildings of the entities. 
− Carrying out infrastructure work for the integration of headquarters into the existing network of the entities. 
− Implementation of tailor-made infrastructure projects. 
− Supply of wireless and wired LAN equipment. 

Types of service 

Access Network 

- This service includes the supply and installation of network electronics and other supplies and services necessary to build 
wired and non-wired LAN networks (WIFI solutions) and guarantee their commissioning. This includes the arrangement of 
switches, antennas, WIFI controllers, execution of coverage tests, service tests to conform the local networks that are 
defined.  
 
This type of service is structured into: 

o Wireless LAN (WIFI) 
o Wired LAN 
o IP Address Management 

Building infrastructure 

This service includes the deployment of passive building infrastructure, understood as the supplies and services necessary for 
structured cabling installations (both fibre optic and UTP), cabling, supply and installation of racks.  

This service is broken down into: 
o Horizontal wiring (data socket) 
o Vertical cabling (fiber optics) 
o Communications cabinets 
o Comprehensive building management 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE SHEET 

Service Name 

Advanced Security Monitoring and Response 

Service line 

Communications and security 

Person Responsible 

Javier González 
j-gonzaleztavera@ejie.eus 

Clients 

− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 

− Public companies 

Definition 

Security Services whose objective is to proactively carry out a series of activities to Monitor the security status of the different elements 

of the IT ecosystem and respond effectively to both the risks and threats detected, as well as to the Cyber incidents that may occur.  

Characteristics 

− Proactively prevent risks that may compromise infrastructure security. 

− Identify and analyze vulnerabilities present in the infrastructure. 

− Mitigate vulnerabilities present in the infrastructure. 

− Detect, identify, neutralize and respond to different security threats. 

− Monitor and analyze network endpoints to prevent and detect security threats. 

Types of service 

1.- Threat and Vulnerability Management: Transversal Security Service that proactively identifies, evaluates and mitigates vulner-
abilities or risk situations detected as soon as possible present in the information systems and applications of the Organizations. The 
following services are provided:  

1.1.- Proactive Security Alert Surveillance 
Through this component, security warnings or security feeds are received from Security Referents (BCSC, CNN-CERT, IN-
CIBE...) related to product vulnerabilities or risk situations and these alerts are managed with the aim of responding to threats in 
the shortest possible time. 

1.2.- Automated Security Audits 
This component is used to carry out on demand: on a one-off or periodic basis, automatic security scans (mainly at the IT 
infrastructure level) of the elements considered necessary. 

1.3 On-Demand Security Audits 

This component is used to carry out, on demand, on a one-off basis, specialised manual scans by security auditors. 

Security Audit Management 

Implicit Service: any service managed by EJIE. Through this component, for environments managed by EJIE, the management 
of security audits is carried out (both carried out through other components of this service or carried out by third parties), analysing 
the results of the same and managing the vulnerabilities and situations arising in order to reduce the risk in the shortest possible 
time. Implicit any managed service. 

 

2.- SIEM (Security Information and Event Management System): Service that allows centralizing security events from different 
platforms in order to analyze and correlate these events based on use cases and security intelligence sources that allow threats to 
be detected in order to automatically respond to these threats in different ways, constituting an "AI-native" platform for the SOC.  

Characteristics: 

− Log retention: 1 year. 
− Native integration with EDR P1. 
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− "Box" integrations with a growing number of security products. Only security elements will be integrated. Those 
that do not have "cash" integration will be analyzed in each case. 
− Threat intelligence integrated with SIEM events. 
− SOAR:  

• Automated "cashier" and personalized responses.  
• Integrated responses with EDR agent and other security products 

− Integration with Service Now for cyber incident management via ITSM. 
− Threat Hunting in a single, consolidated repository. 
− MITRE ATT&CK security framework.  
− Adversary-based detections (sectors).  
− Consolidated threat detection, investigation, and response 

3.- EDR (Endpoint Detection and Response): Service that continuously monitors EndPoints (Stations and Servers) for suspicious 
behavior, blocking malicious activities locally and centralizing the telemetry of all endpoints in a platform that allows you to apply 
security intelligence sources, investigate and respond centrally to any suspicious activity. This service is offered in a single category: 
EDR P1 (Basic EDR Stations and Servers).  

Characteristics: 
− Telemetry retention: 1 year. 
− Next-Generation AntiVirus: Allows you to protect endpoints against advanced threats. Quickly identify and stop 
threats through behavioral analysis, artificial intelligence, high-performance memory scanning, and exploit mitigation. 
− Integrated Threat Intelligence: Integrates with endpoint protection to automate incident investigations and accel-
erate response to security breaches. 
− Endpoint Detection and Response: Allows you to identify suspicious behavior in real time and historically, enabling 
proactive threat hunting. 
− USB Device Control: Allows you to control and manage the use of USB devices, through the creation and man-
agement of policies. In addition, by monitoring data and file activity on USB devices it helps prevent the loss of sensitive 
information and data exfiltration 
− Firewall: Allows firewall policies to be managed and audited effectively and efficiently.  
− Threat Hunting managed by experts. 
− Answer: Possibility of Endpoint isolation. 
− Centralized Threat Hunting over complete telemetry. 
− Requires Agent on EndPoints 
− Possibility of living with other VAs.  

4ITDR (Identity Threat Detection and Response): A service that continuously monitors identity activity in order to detect identity-
based attacks or suspicious behaviour to detect and respond to identity attacks or compromises.  

− Scope:  
▪ Active Directory OnPremise 
▪ IDP Cloud (EntraID, OKTA) 

− Detection:  
▪ Typical AD attacks and anomalous behaviors. 
▪ AI and ML-based threats. 
▪ Threat Intelligence applied to identity. 
▪ Visibility of identities (service accounts, administrators,...) 

− Protection: 
▪ Real-time autoresponders. 
▪ Possible to force blocks, audits, or MFA in risky situations. 
▪ Unified visibility into identification and access to applications and resources. 

5.- SOC/CSIRT (SOC/Security Incident Response Team): Service that provides the necessary human resources for proactive 
security monitoring and, in the event of a cyber incident, to respond to them at different levels.  The following categories are offered 
in this service:  

− CSIRT P0: Incident Response implicit in any service. 
▪ Cyber Incident Management Protocol: Definition, Operation and Evolution. 
▪ CBI management aligned with CCN-CERT (Categories, Levels) and NIST (Life Cycle). 
▪ CBI management integrated into ITSM (ServiceNow). 
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− CSIRT P1: Specialized Incident Response on Demand. 
▪ Servicio DFIR (Digital Forensic and Incident Response) ante CBI de alto impacto. 
▪ Cyber Exercises (Training of procedures, responses, situations). 
▪ Red Team (Attack simulation to debug Blue Team responses). 

 
− SOC P2: Implicit in advanced security monitoring. 

▪ Management of security monitoring platform (SIEM, EDR, ITDR,...). 
▪ Reference equipment in reactive safety monitoring (CSIRT, TH,...). 
▪ Level 1 automation in SOC. 

 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE SHEET 

Service name 

Identity and access protection 

Service line 

Communications and security 

Person responsible 

Josu Bagazgoitia 
j-bagazgoitiasaez@ejie.eus 

Clients 

− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

Definition 

A group of Security Services aimed at protecting identities (mainly users) and their access to different services and resources, i.e. 
protecting the actions carried out by end users in different areas.  

Characteristics 

The service is offered with the following features implicit in its design: 
Robust: Service offered in high availability (HA) and Disaster Recovery (DR). 

− Flexible and Scalable: Service prepared to adopt flexible configurations adapted to different needs and with the capacity to 
grow on demand.  

Types of service  

The Identity and Access Protection service can be contracted according to the following types of service: 

1.- Secure Web Browsing: Service that allows you to browse the Internet in such a way that accesses are identified (users), 
controlled (URL filtering, registration) and secure (security URL categories, antivirus) both from the internal network and from the 
outside (roaming). The following categories are offered in this service:  

- P1 Web Browsing (Basic Security Proxy): Traditional offer based on proxies (explicit and transparent) OnPremise whose 
objective is to secure the navigation of the workstations and servers located in the internal network of the entities. Different 
security techniques are combined (filtering URLs based on categories, SSL opening, antimalware, authentication, content 
filtering,...).  

- P2 Web Browsing (Roaming Security Proxy): Similar to the P1 Web Browsing offer, but adding a cloud Proxy service 
synchronized with the OnPremise that allows you to secure the access of user stations when they leave the network. Based 
on the use of an agent in the posts. Laptop-oriented.  

- P4 Web Browsing (SSE SWG+CASBI+FWaaS): New generation offer based exclusively on the use of cloud services for 
the protection of browsing carried out by all types of resources (workstations, servers, devices,...) using different techniques 
(Agents, VPN tunnels). Aimed at eliminating on-premise proxies, providing greater flexibility in the protection of browsing in 
the different current scenarios and allowing to evolve to modern workstations (without internal network consumption), to 
scenarios with SDWAN with distributed Internet access or to the protection of mobile devices.  
 

o The protection techniques are typical: URL filtering based on categories, SSL opening, antimalware, sandboxing, 
among others. Supports IDP Advanced Authentication (OKTA, AzureAD) 

 

2.- Secure Remote Access: Service that allows a secure and private connection to be established to the internal network, both for 
users (VPNSSL/SSE) and entities (Site2Site), these accesses being private (encrypted), controlled (authentication + MFA, 
authorization and access control) and audited (logs).  The following categories are offered in this service: 

- P1 Remote Access (End User VPN): Traditional offer based on OnPremise hosted VPN finalizers whose objective is to 
offer secure access to resources hosted on an internal network when users need to consume it from the outside. Supports 
advanced IDP-based authentication (OKTA, AzureAD). Aimed at teleworking, remote access from suppliers, etc. 
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- P2 Remote Access (SSE ZTNA): New generation offer based on the use of cloud services for the protection of access to 
internal resources. Services that try to use a single agent for the protection of different types of resources (web browsing, 
casb, VPN). Aimed at offering exclusive access to the necessary resources, not to complete networks (ZTNA). 

- P3 Remote Access (Site2Site VPN) (Implicit Tenant): Traditional offer based on OnPremise hosted VPN finishers whose 
objective is to establish permanent VPN tunnels with external entities (entities, cloud distributed data centers, among others, 
etc.). This is a service that is implicitly offered when joining BATERA.  
 

3.- Secure LAN-WIFI access: Service aimed at network access control (LAN, WIFI), offering identification, authentication and 
authorization functions. It is a service implied mainly by the WiFi service, which has the following characteristics: 
 

- It offers different services for network access control, highlighting services such as AAA (RADIUS, TACACS+) for Wi-Fi 
environments (Batera_Mobile, internal Wi-Fi entities) or captive portals for Wi-Fi environments (BISITARI). 

- It allows devices to carry out an onboarding process (installation of certificates or other configurations) that allows them to 
make a secure subsequent connection to a Wi-Fi network. 

- It allows different checks to be carried out on devices before providing access to the network, thus ensuring that only 
equipment with certain requirements is connected to the network. 

4.- Cybersecurity Training: Service aimed at providing different Training or Knowledge Transfer services to users in the field of 
Cybersecurity, allowing users to carry out their work without carrying out practices that pose a risk to organizations. The following 
services are offered:  

- Regular Training Sessions: Regular training to improve users' knowledge and skills in cybersecurity. 

- Periodic Knowledge Assessment Sessions: Regular assessments to measure the level of understanding and knowledge of 
users in cybersecurity. 

- Phishing Campaigns for Assessment: Simulations of phishing attacks to assess users' ability to identify and respond to 
these attacks. Up to 5 campaigns can be carried out per year, of which 2 can be personalized. 

- Smshing Campaigns: Simulations of phishing attacks via SMS (smshing) to evaluate user response. 

- Integration with AD, IDPs (MFA compatible): To improve access security, integrations are made with Active Directory (AD) 
and Identity Providers (IDPs), compatible with multi-factor authentication (MFA). 

- Availability of the service in several languages (Basque, Spanish). 
 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE SHEET SERVICE 
SHEET 

Service Name 

Application, Infrastructure and Endpoint Protection 

Service line 

Communications and security 

Person responsible  

Javier González 
j-gonzaleztavera@ejie.eus 

Clients 

− Directorate of Information Technology and 
Telecommunications 

− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

Definition 

A set of security services aimed at protecting the different elements used to provide service to end users. From 

the Infrastructures and EndPoints (servers) on which the Applications that serve users are mounted, to the 

EndPoints (workstations of all kinds) that users use to consume the available resources. 

- Characteristics 

- It allows you to preemptively detect and stop the growing and changing security threats that occur on 

the EndPoint. 

- It allows you to prevent and protect an organization's private networks from intrusions or attacks from 

other networks or from outside. 

- Robust solution with fault tolerance mechanisms to ensure maximum service availability. 

- Disk encryption solution that allows you to encrypt both hard drives and removable drives.  

- They allow you to keep your computers up to date with the latest security patches, as well as with the 

latest functionalities, both at the operating system and base software level. 

- Inbound and outbound mail scanning. 

- Additional layer of advanced telemetry that provides global monitoring and early incident management. 

- Protection against distributed attacks, the main types of which are: 

o Volumetric: Their objective is to saturate the lines of communications. 
o TCP state exhaustion: Its objective is to saturate the connection tables of infrastructure ele-

ments. 
o Application: "Low and slow" attacks that would go unnoticed compared to other types of se-

curity protection.  
 

Types of service  

1.- EPP-AntiMalware (EPP): Integrated set of protection tools (antivirus/antimalware, intrusion prevention...) 
deployed on EndPoints. The entity may contract this service for its Endpoints and servers and in the event that 
PCs, laptops, VDI and servers that are contracted through the different workstation services, IaaS or EJIE hosting, 
as applicable, it is an implicit service.  

The service is offered over SaaS infrastructure. 

The current EPP service offered by BATERA for PCs, laptops, VDI and Virtual Servers is offered in managed 
mode: The configuration and management of the platform (not the deployment of agents in all cases) is carried 
out from EJIE through a centralized management platform.  

The entity will set the desired policy (EJIE will propose one based on its experience) and will have access to 
reports and indicators.   

 

2.- Firewall (FW): Security service that allows preventing, protecting and controlling access between different 
network segments, which facilitates the prevention of cyberattacks from the Internet to the company's devices, 
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ensuring that only authorized connections are made. Thus, the risk of both external attacks, coming from the 
Internet, and internal attacks, from the internal network (intranet) of the entity, is reduced. It is an implied service 
associated with any service offered by EJIE. 

Characteristics: 

Deep inspection. 
Granular policy enforcement. 
Protects against malware, exploits, and malicious websites in Encrypted and Unencrypted Traffic. 

3- PKI-Certificates (CER): Service aimed at Certificate and PKI Management. It allows the creation, 
management, distribution, use and revocation of digital certificates. It is an implicit service associated with any 
service offered by EJIE that requires certificates. 

Public Key Infrastructure (PKI) is a system that provides a secure environment for data transfer over the Internet 
through the use of public and private key cryptography. 

Characteristics: 

It verifies the identity of users, devices, and services, ensuring that only authorized entities can access re-
sources. 

It improves efficiency and reduces administrative burden by automating numerous security processes. 
It ensures that data has not been altered during transmission, providing confidence in the authenticity of the 

information. 

4.- Hardening (HDN): consists of securing a system (Workstation/Servers) by reducing vulnerabilities in it, which 
is achieved through various techniques and methods, trying to follow in all areas the good security practices 
recommended in general and by each manufacturer in particular. It is an implicit service associated with all the 
services offered by EJIE. 

Characteristics: 

Systems are kept up to date with the latest security patches. 
Points that may be vulnerable to attacks are decreased.  
It ensures that data has not been altered during transmission, providing confidence in the authenticity of the 

information. 

5.- Secure Email (EMAIL):  Security service specialized in the protection of Email and Collaboration Tools. It is 
based on advanced real-time protection of external and internal email, which provides a layer of security 
over email (one of the main attack vectors today) based on different modules that mitigate different threats 
(spam, malware, phishing, etc.) at different points in the path that an email travels. It is a service that is 
implicitly provided to entities that are members of the EJIE Microsoft 365 service and is available to those entities 
that wish to join the service.  

 Characteristics 

- Advanced Threat Detection. 
o Ataques zero-day (Machine Learning e IA). 
o Reputation for URLs in emails and files. 
o URL rewriting (Time-of-Click URL protection). 
o Sandbox analysis in the cloud for files and URLs. 
o Clean files (no macros). 

- AntiSPAM. 

- DLP: Discovery and Visibility into the Use of Sensitive Information 

- Response and Remediation 

- Collaboration Protection: Teams (limited chat), SharePoint, OneDrive 
o Antimalware, file types, URLs, sandboxing (files and URLs). 

6.- WAF: (Web Application Firewall) Web application protection service against internal and external attacks by 
analyzing HTTP/HTTPS connections to detect and block harmful traffic. Protection techniques are based on 
signatures, anomaly detection and different security models (OWASP Top 10, among others).  
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The WAF service is a set of tools that focus on analyzing and filtering traffic directed to specific web applications. 
Protection takes place within layer 7 of the OSI (Application Layer) model.  

The WAF service is therefore deployed ahead of web servers to protect web applications against internal and 
external attacks. Two-way HTTP/HTTPS traffic is analyzed to detect and block harmful traffic, such as SQL 
injection, cross-site scripting (XSS), automated attacks (bots), application-level Denial of Service (DoS), and more. 
Protection techniques are based on signature-based, anomaly detection (breaches) and different security models. 

7.- IPS-AntiDDoS (IPS): Network Security Service aimed at intrusion detection and prevention (IPS). Likewise, 
protection against distributed denial-of-service (DDoS) attacks is framed in this same service. It is an implicit 
service associated with any service hosted (Onpremise) on BATERA and displayed on the internet . 

The service is offered in managed mode: The configuration and management of the platform is carried out from 
EJIE through a centralized management platform. EJIE, based on its experience and the good practices 
recommended by the manufacturer, will apply specific policies. However, the client can request the desired policy 
for its public address and will have access to reports and indicators. 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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5.3 Infrastructures 

SERVICE SHEET 

Service name 

Housing 

Service line 
Infrastructures 

Person responsible 

Eneko Saez de Asteasu 
e-asteasu@ejie.eus 

Clients 

− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

Definition 

This service provides physical space and facilities for incorporating a client's own infrastructure elements in the EJIE DPC. In addition 
to physical space, electrical connections, climate control, internet connection, installation and deinstallation, recycling and remote hand 
options and backup tape storage are provided. 

Characteristics 

The Housing service seeks to meet the following goals: 
− Provide physical space for warehousing client infrastructure  
− Provide suitable electrical power and climate 
− Fire extinguishing system 
− Differentiated communications provider access from the DPC room 
− Room access management (on-site security and closed circuit surveillance cameras) 
− Cabling services (8 x 5) 
− Installation and de-installation (8 x 5) 
− Recycling removed elements (8 x 5) 
− Optional communications connection if hired as an option 
− Optional VPN connection for external access to the systems for administration 
− Supply and installation of cabinets (secure or not) (8 x 5) 
− Storage space for stock of parts 
− Remote eyes and hands (24 x 7) 
− DPC moving project from the remote location to the EJIE DPC 
− Visual check of the alarm status of the devices 
− Managing and storing backup tapes (24 x 7) 

Service Typologies 

The Housing service does not include any service typology 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE SHEET 

Service name 

IaaS 

Service line 
Infrastructures 

Person responsible 

Javier Cela 
j-cela@ejie.eus 
 

Clients 

− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

Definition 

The service consists of providing an agile model of information technologies that prioritises speed and flexibility in an infrastructure as 
a cloud service (cloud IaaS) modality. 
It is a Cloud with hybrid interoperability based on automated Infrastructure and secure application segmentation that is conceived to 
provide IT services to the Basque Government, Autonomous Bodies (AB) and other Entities of the Basque Public sector. 
The IaaS service can be internally fed by Public Cloud services in a way that is transparent for clients. 
 
The IaaS service is deployed on the “Batera” convergence Data centre infrastructure. It is a Data centre with two sites (DCPs) that 
makes it possible to provide a high availability service. In a contingency scenario, service will be provided from the secondary site 
without needing any public or private addressing changes from where the service is provided, URL changes or client modifications, etc. 
The Vitoria-Gasteiz DPC is considered to be the main site and it houses all the functionality: 

• High availability mechanisms are implemented for all possible layers at this site (energy, climate control, infrastructure, 
cabling, communications provider access, middleware, applications, etc.) Single points of failure are avoided. 

• In normal operation this is the only site that has active loads. 
The role of the Erandio DPC is to be a secondary and DR (disaster recovery) site. 

• A synchronised stand-by replication of the virtual machines is maintained at this site. 

• The infrastructures at this site do not generally have HA mechanisms. 

• The site is also used to host a second copy of the backup copies. 
The interconnection between the two sites are dedicated redundant operator lines. Every site also has its own redundant connection to 
each client's corporate network, which means there is access to their offices and buildings as well as the DPC. Likewise, internet 
access is also made redundant with two different operators.  
 
Additionally, the IaaS service may deploy part of its infrastructure at the client entity's headquarters as part of its convergence service. 
This remote infrastructure at the "Edge location" is considered an extension of the data center and will offer the same services as the 
two convergence data centers. 
 

Characteristics 

− High Availability (HA) and Disaster Recovery (DR) Mechanisms 
− Self-service portal with automated Day 1 (Deployment) and Day 2 (Administration) operations 
− Direct connection with the client's existing environments and access networks, maintaining IP addressing. 
− Client services are exposed on the internet or private network 
− Security areas and micro-segmentation 
− Guaranteed multitenant isolation 
− IT operation following ITIL best practices 
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Servicios de valor añadido 

Opcionalmente se pueden contratar servicios de: 

− Anti-Malware y protección tráfico web 
− Monitorización entornos de cliente (front-office) 
− Backup y recuperación 
− Retención de logs y reporting basado en paneles de disponibilidad, rendimiento y capacidad  
− Seguridad perimetral IDS/IPS 
− DNS Interno y Público 
− Pasarela VPN 

 

Consideraciones sobre el Alcance del Servicio 

− El servicio de IaaS será el responsable único de gestionar todos los servidores virtuales de todos los servicios ofrecidos desde la 
infraestructura Batera, no solo los que estén explícitamente incluidos en suscripciones al servicio IaaS. 

− Todos los servicios del catálogo de EJIE quedan suscritos implícitamente a este servicio para el aprovisionamiento de máquinas 
virtuales y su soporte, con los mismos ANSs de este servicio. 

− Este servicio extenderá las mismas garantías, que se ofrecen a través de los procesos de Disponibilidad, Continuidad, 
Capacidad y Seguridad, a todos los servicios del catálogo de EJIE que consumen alguna máquina virtual. 

−  La oferta de servidores virtuales que aparecen en la ficha de IaaS del Catálogo de servicios, en la sección Oferta del Servicio, 
serán utilizadas para asignar costes para cualquier suscripción a cualquier otro servicio del Catálogo. 

 

Service Typologies 

Virtual Machine Service: Capacity for providing computing, storage and networks, in addition to other basic associated resources so 
clients who hire the service can deploy their virtual servers and run software (operating systems, platforms and applications). The client 
does not manage or control the underlying cloud infrastructure. However, through the self-service portal (VRA) they can manage 
operating systems, storage and applications that have been deployed on the virtual servers that have been previously deployed through 
VRA and partially on networking components (e.g. firewalls). 

Service Scope Considerations 

− The IaaS service is solely responsible for managing all the virtual servers for all the services provided with the Batera 
infrastructure, not just the ones explicitly included in IaaS service subscriptions. 

− All the services in the EJIE catalog are implicitly subscribed to this service for provisioning and supporting virtual machines with 
the same ANSs of this service. 

− This service provides the same guarantees offered trough the availability, continuity, capacity and security processes to all the 
services in the EJIE catalog that consume a virtual machine. 

− The virtual servers available and the rates for them that appear in this quality plan for the service will be used to assign costs for 
any subscriptions to any other service in the EJIE catalog. 
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Services Available 

Type Typical Usage CPU RAM Storage Backup Availability level 

A2X / Y A2#: Standards critical apps. 2 - 16 vCPU 1 - 64 GB 
A#X / A#Y: 

20 - 1024 GB 
Customizable with 
granularity: 

 

Daily up to M-S with 
retention up to 1 month  

Monthly with retention up 
to one year 

Annual with retention up 
to 5 years 

High  

(DR protection) 

B2Y 

B3Y / Z 

B2#: Standard production apps. 

B3#: Standard low resources apps. 
2 - 16 vCPU 1 - 64 GB 

B1X / B # Y / 
B3Z: 

20 - 1024 GB 

Standard 

(HA+ protection) 

C3Y / Z 

 

C3#: Development and testing 
environments 

 

2 - 16 vCPU 
(*) C4 max 2 

1 - 64 GB 
C 

20 - 1024 GB 

Non-production 

(HA- protection) 

E2Z 
E2: Standard production facilities, 
edge location  

2 – 16 
vCPU 

1 - 64 GB 
E2Z: 

20 - 1024 GB 
 

Normal Edge 

(HA Protection) 

NAS1 / 
NAS2 

- n/a n/a 1 - 9999 GB Pd 
High / Normal / Non-
prod. 

VOL1 / 
VOL2 

- n/a n/a 1 - 1024 GB Pd 
High / Normal / Non-
prod. 

 

Performance Profiles for Servers 

Level 
Containment 

CPU 

RAM 
containment 

Network 
(Tx) 

Over 

subscripti
on 

#2 < 5% < 3% 0 drops  1:4 

#3 < 15% < 6% 0 drops  1:6 
 

Storage Performance Profiles 

Level Description 
Response 

Time 

##X Fast < 5 msg. 

##Y Standard < 20 msg. 

##Z Basic < 30 msg. 
  

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE FILE 

Service name 

Zaintza Backup 

 

Service line 
Infrastructures 

Person responsible 

Javier Cela 
j-cela@ejie.eus 

Clients 

− Information Technology and Telecommunications 
Directorate 

− Government Depts. 
− Public Bodies 
− Public companies  
− Autonomous Community Bodies 

Definition 

This is a managed backup service consumed by all clients whose information systems reside on BATERA, in addition to all 
clients who request it. 

This service provides clients with data protection by executing daily backup processes for their data. It can be used for 
protection as well as for restoring any lost or damaged data.  

ZAINTZA is a service that lets clients externalise the backup process, including the repositories needed for copies, backup 
software, checking, administration, restoration and secure remote replication services for backups to alternative locations 
or the cloud to ensure availability and legal compliance. 

 

Service Typologies 

Zaintza can be hired with the following service typologies. 

◼ Backups on virtual servers at an infrastructure level with integration with the copy 
mechanisms of the virtualisation platforms 

◼ Application level backups (Oracle, SQL, SAP), or file system, with backup application agent 
installation  

NOTE: Backups and data recovery stored on servers whose system administration is not done by the Technical Assistance 
teams managed by EJIE are not the responsibility of EJIE and, consequently, are outside the scope of the service level 
agreements. In those cases, EJIE will make their best effort to provide solutions for incidents in those environments. 

Virtual Server Backups 

◼ Virtual server backups with virtual machine images integrated with the backup mechanisms of the virtualisation 
platforms 

◼ Complete virtual server recovery that will replace the original server 
◼ Granular file recovery with the original path or an alternate one 

 

Application and system file backups 

◼ Backups with file system agent on Windows and Unix/Linux 
◼ Agent-based backups for the following applications 

Oracle 
SQL 
SAP 
Active Directory 
Exchange 
Documentum 
MySQL 
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Service Offer 

 

Service Hours 
The Zaintza service will be operational 24x7. 
 

Execution window for backups 
Time slot for executing backup processes 

◼ Standard backup window: 8.00 pm to 6.00 am Monday to Sunday 
◼ Archiving processes for databases: 6.00 am to 7.00 pm with a 2 hour periodicity 
◼ Personalised backup window: by client request and validation by EJIE 

Backup processes executed outside that window will not be subject to the service level agreements. 

 
Maintenance Windows 
The following maintenance windows, during which the service will not be available, have been defined. 

Pre-established Scheduled Maintenance 

The scheduled maintenance window for the service will be every Thursday from 3.00 pm to 8.00 pm. 
Notification will not be made for maintenance done in that time window. Every Thursday of the year the service will not be 
available during that time window. 
The SLAs for the service will NOT be applied during scheduled maintenance. 

Scheduled Maintenance 

EJIE reserves the right to do scheduled maintenance when necessary outside the pre-established scheduled maintenance 
window.  
In that event, notification will be made at least one week in advance. 
The SLAs for the service will NOT be applied during scheduled maintenance. 

Emergency Maintenance 

EJIE reserves the right to do emergency maintenance when necessary outside the scheduled maintenance window. In that 
event, EJIE will make a reasonable effort to notify the primary interlocutor that maintenance will be done. All the SLAs for 
the service will be applied during emergency maintenance.  

Rates 
The rates are updated in Annex I: Current rates that will be applied to orders 

 

  

http://jakina.ejgv.jaso/z10-eduki/es/contenidos/informacion/dit_encargos/es_def/index.shtml
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SERVICE SHEET  

Service name 

Storage (STaaS) 

Service line 

Infrastructures 

 

Person responsible 

Javier Cela 
j-cela@ejie.eus 

Clients 

− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

 

Definition 

This service provides managed storage for clients who request it. Depending on the kind of origin service that needs to access and 
consume this storage service, one kind of storage or another will be provided depending on several factors like access protocol, 
performance or capacity. 

This service provides clients with access to a data storage platform. It can be used for data transfers and redundant storage or to 
restore lost or damaged data. 

 

Characteristics 

The characteristics of this service are described in detail in the service typologies section. The typologies provided with this service 
are: 

− Shared NAS storage (CIFS and NFS) 
− Shared S3 storage 
− Block storage 

 

Service Typologies: 

Shared NAS storage (CIFS and NFS) 

This kind of storage is geared towards responding to the need to have a shared space for storing folders and documents accessible 
from applications and services that support the CIFS protocol (Windows) or the NFS protocol (Unix/Linux).  

The backup system for this storage typology is based in the snapshots with replication solution in the NAS enclosure kept in the 
backup data centre in Erandio and complies with the EJIE retention policies (31d/12m/5y). That makes it possible to give a maximum 
RTO of 2 hours and a maximum RPO of 10 minutes. The DR monitoring and management services are integrated by EJIE. There is 
replication between sites every 10 minutes with dedicated lines. Two simulations are done every year. 

All backups of the main site (EJIE), both CIFS ("previous versions") and NFS (snapshots), can be recovered autonomously and 
granularly.  

A standard or high performance disk can be chosen. 
Corporate Active Directory authentication integration is included. 
 

Shared S3 storage 

This kind of storage is oriented at responding to the need to have a shared space for storing documents that are accessible from 
applications that use the HTTPS/S3 protocol. 

The backup system for this storage typology is based in the snapshots with replication solution in the NAS enclosure kept in the 
backup data centre in Erandio and complies with the EJIE retention policies (31d/12m/5y). 

That makes it possible to give a maximum RTO of 2 hours and a maximum RPO of 10 minutes. The DR monitoring and management 
services are integrated by EJIE. There is replication between sites every 10 minutes with dedicated lines. Two simulations are done 
every year. 

A standard or high performance disk can be chosen. 
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Corporate Active Directory authentication integration is included. 

Block storage 

This kind of storage is provided directly to a physical server/cluster, typically to be assigned to a platform, for example databases, 
etc. 

* Storage out of the scope of this service 
− VSAN Storage: This kind of storage is consumed directly by subscribers to the IaaS service or the Hosting service, because 

it is the native VMWare storage that is delivered when a server from the IaaS catalog of servers is hired. 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 

 

 

  

http://jakina.ejgv.jaso/z10-eduki/es/contenidos/informacion/dit_encargos/es_def/index.shtml
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5.4 Platforms 
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SERVICE FILE 

Service name 

Hosting 

Service line 
Infrastructures 

Person in charge 

Iratxe Montoya 
i-montoya@ejie.eus 

Clients 

− Information Technology and Telecommunications Directorate 

− Government Depts. 

− Autonomous Organisms 

− Public Bodies 

− Public companies  

Definition 

The Hosting service covers the global technological management of applications, computing, storage, networks and contingencies in 
a flexible way adapting to each business' needs.  

It covers the entire life cycle from the identification of the systems to be integrated into the Batera Cloud, through the definition and 
transition to the cloud and its operation and support once integrated. 

Different types of service are offered for each of the elements based on the architectures defined in each case. Therefore, the billing 
will be flexible based on the platforms/products consumed and the levels of support and operation selected. 

Characteristics 

The service depends on the infrastructure services (IaaS, BaaS) of the Batera Cloud. It is a Cloud with hybrid interoperability based 
on automated Infrastructure and secure application segmentation, conceived to provide IT services to the Basque Government, 
Autonomous Bodies (AB) and other Entities of the Basque Public sector. 

The service is deployed on the “Batera” convergence Data center infrastructure. It is a Data center with two sites (DPC) that allows us 
to offer a high availability service. In a contingency scenario, service will be provided from the secondary site without the need for any 
change of public or private address from where the service is provided, or change of URLs, changes in clients, etc... 

Types of Service 

The service is offered in three types according to its scope: Basic Hosting, Medium Hosting and Advanced Hosting. There is the 
possibility of complementing any Hosting service with a series of Premium services that will configure a personalized solution for the 
client. 

Basic hosting 

This option helps clients in their transition to the cloud. In addition to the platform, we take care of managing the virtual machines 
down to the operating system level including updates, which includes all provisioning, monitoring and troubleshooting tasks. 

This type of service is aimed at those clients who have autonomy to manage their information technology platforms, but who do not 
want to manage the infrastructure that supports these platforms.  

In addition to the services offered in the IaaS mode, the basic hosting includes specialized Technical Assistance available to 
collaborate in the management of incidents and problems that arise in the infrastructure and that the client's IT team cannot solve by 
itself. 

Medium hosting 

This service modality is aimed at those customers who want to maintain control of their own business applications, but who do not 
want to manage the standard platforms and products necessary for the proper functioning of their business applications, in addition to 
the management of the infrastructure already included in the Basic modality. It includes specialized Technical Assistance for inquiries 
and problems that may include scaling of the manufacturer. 

Our support teams will be in charge of managing and administering their main databases and products. 
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Advanced Hosting 
This modality is aimed at those clients who seek the highest quality of service. Our support teams will be in charge of fully managing 
and administering their main databases and products that support their business applications. It is based on a standardization of these 
business applications and their life cycle, maximizing availability and security. It also includes specialized Technical Assistance for 
inquiries and problems that can include scaling of the manufacturer, as well as the integral operation of its production systems 24x7. 
The client will have access to a management portal for interacting with the service, having global information and speeding up all the 
necessary procedures. 
 
It includes hardware, software that can be offered on a pay-per-use basis, management tools and professional services. 
 
Service criticality  
Within each of the typologies, there are variants that adapt to the criticality of the systems and that will be reflected in the 
infrastructures on which said systems are supported (architecture configuration, typology of servers, platforms and available products, 
Guarantees, SLAs). 

As shown in the following table, each type of service can support system criticalities, helping the customer to select the optimal option 
that suits their needs. 

Criticality 

Type 
Mission critical Critical Less critical Non-Critical 

Advanced Hosting     

Medium Hosting     

Basic hosting     
• Critical Mission: those systems that are assumed essential for the contracting entity and to which maximum 

priority is given in the event of any contingency. 

• Critical: those systems that are assumed important for the contracting entity. 

• Less Critical: The remaining of production applications. 

• Non-Critical: Development and testing environments, in short, non-productive environments. 

Criticalities mark infrastructure-level configurations of systems as follows: 

Mission critical 
In order to provide this type of service, it is essential to distribute the infrastructure in the three available CPD locations (CPD 
EJIE zone 1, CPD EJIE zone 2 and CPD Erandio) covered by DR (Disaster Recovery) mechanisms with a fail-over to a 
secondary site. The type of Middleware, Backend, Operating Systems and Products will be limited to systems that can guarantee 
the requested requirements. We guarantee a deployment model with a minimum downtime. 

In order to offer this service, the Client undertakes that in the event of a critical incident in said application, there will always be a 
contact person (24x7) willing to validate the resolution or provide information about said incident to ensure that there is no 
interruption from the escalation of the incident to Critical until it is considered resolved. 

The fundamental difference with Critical lies in the ANS and the order of startup in case of a Major Disaster, always 
prioritizing the Services under this type of contract. 

Critical 
In order to provide this type of service, it is essential to distribute the infrastructure in the three available CPD locations (CPD 
EJIE zone 1, and CPD Erandio) covered by DR mechanisms with a fail-over to a secondary site. The type of Middleware, 
Backend, Operating Systems and Products will be limited to systems that can guarantee the requested requirements. We 
guarantee a deployment model with a minimum downtime. 

In order to offer this service, the Client undertakes that in the event of a critical incident in said application, there will always be a 
contact person (24x7) willing to validate the resolution or provide information about said incident to ensure that there is no 
interruption from the escalation of the incident to Critical until it is considered resolved. 

 

 

Less critical 

In order to provide this type of service, it is essential that the distribution of the infrastructure has no HA commitments from a 
platform point of view, but does so from an infrastructure point of view. The type of Middleware, Backend, Operating Systems 
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and Products will be limited to systems that can guarantee the requested requirements. We guarantee a deployment model with 
a minimum downtime. 

In order to offer this service, the Client makes sure that in the event of a priority incident in said application, there will always be a 
contact person during working hours willing to validate the resolution or provide information about said incident to ensure that 
there is no interruption from the escalation of the incident until it is considered resolved. 

Non-Critical 

Criticality model associated with non-productive environments. 

 

 

The following table lists the services offered, grouped by categories based on their scope and their application 
to the different types of Hosting Services: 

Scope of services Basic 
Medi
um 

Advance
d 

Premiu
m 

Description Requirements/conditions 

Common: applied in general to all typologies 

  

Tenant construction    

EJIE has the necessary 
infrastructures to host and 
manage the IT of the entities 
that require it. 

Depending on the size and 
structural needs of the entity, 
a specific Tenant will or will 
not be generated 

Self-service portal according to an 
Automated catalogue (Antivirus, DNS, 
Infrastructure, IPAM, Linux, Windows, 
Backup Policy…) 

     
VRA portal that allows 
autonomous management by 
the entities themselves 

Access to the Self-Service 
Portal will be restricted to 
users with permissions 
assigned specifically for its 
use. 

Portal for the management and 
operation of your systems in 12x5    

Through the ITSM corporate 
tool, incidents and requests 
will be supported 

  

Infrastructure availability guarantee 

  

According to the service levels 
offered (section 3.9) 

  

Operation: Server stop, start and 
restart  Basic tasks performed in 24x7 

by the Operation teams 
  

Operation: Server Backup and Restore 



 Backup and Restore tasks in 
24x7 by the Operation teams 

  

Operation: Operational Management 
of Platforms      

Operation: Operational Product 
Management      

 
Operation: Application Alarm 
Management 


(*) 


(*) 

     

The entities must provide the 
specific alarms, the 
associated thresholds and 
the corresponding action 
plans. 

(*) In the case of Basic and 
Medium Hosting this service 
is offered by Gertu.  
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Scope of services Basic 
Mediu
m 

Advanced Premium Description Requirements/conditions 

Security: OS Vulnerability Management, Anti-Virus, Databases, Products, Audits 

  

Vulnerability Management: Operating 
System Update         

Vulnerability Management: Antivirus 
Security Update         

Vulnerability Management: Security 
Update for Databases and Products 

          

Security Management: Monitoring of 
Customer Audits 

    

(1) 

   

(1) In the event that EJIE 
identifies any Security 
problem that may have 
significant implications, it will 
unilaterally carry out the 
audits and take the necessary 
corrective measures, 
including it within the service. 

Availability and continuity: guarantees and availability management, business continuity, operation, incident management 

  

Availability guarantee according to 
Catalog: Databases and Product         

Availability guarantee of Critical 
Platforms and Applications/Systems         

Availability management of out-of-
catalog product          

Business continuity Disaster/Recovery 
Infrastructure: Compliance with RTO by 
Service and/or Information System 

        

Business continuity Disaster/Recovery 
Infrastructure: Compliance with and 
RPO by Service and/or Information 
System 

        

Business continuity Disaster/Recovery 
Infrastructure: Design and execution of 
Business continuity Plan 

        

Continuous operation service in 24x7         

Access to the severe incident 
management service 24x7         
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Scope of services Basic 
Mediu
m 

Advanced Premium Description Requirements/conditions 

Management: Configuration, capacity, events, changes and deployments 

  

Capacity management according to 
Hosting level         

Configuration management: CMDB         

Configuration Management: Discovery 


(2) 

      

(2) This service will be 
provided with a specific 
scope, usually at the level of 
Operating System and 
Infrastructure 

Configuration Management: Advanced 
Discovery (Service Modeling) 


(2) 

      

(2) This service will be 
provided with a specific 
scope, usually at the level of 
Operating System and 
Infrastructure 

Events management 


(2) 

        

Management of changes and 
deployments: The client can deploy 
according to 
service/environment/Blackout 

          

Management of changes and 
deployments: Requested by the client. 
Planning and execution via Batera  

          

Process execution automation: Periodic 
processes 

          

Process execution automation: 
Aperiodic processes 

          

TAM/Service manager assigned to the 
client: Internal dedicated resource 
during working hours 

          

Timetable: infrastructure, other services 

  

Service Management Hours: Working 
Hours, 12x5         

Service hours: 24x7 


(2) 

      

(2) This service will be 
provided with a specific 
scope, usually at the level of 
Operating System and 
Infrastructure 

Expert Support: General guidance, System Failure, Inactive Systems 

  

Expert Support: General guidance         

Expert Support: System Failure 


(2) 

     

(2) This service will be 
provided with a specific 
scope, usually at the level of 
Operating System and 
Infrastructure 

Expert Support: Production system 
failure 


(2) 

     

(2) This service will be 
provided with a specific 
scope, usually at the level of 
Operating System and 
Infrastructure 

S.A.U.       
Offered as a Premium Service 
for any type of Hosting  
Basic service offered from the 
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CAU in BATERA 

Scope of services Basic 
Mediu
m 

Advanced Premium Description Requirements/conditions 

Monitoring: Servers, performance, business impact, System, End-User experience, transaction 

  

Server Monitoring   
Servers will be monitored for 
availability and continuity, 
including OS 

24*7 monitoring by default, 
alarm management  

Monitoring: Platforms    

Standard monitoring associated 
with each of the standardized 
platforms that are 
designed/established in the 
Hosting implementation 
process. 

Applicable to those Platforms 
that are standardized in EJIE 

Monitoring: Products    

Standard monitoring associated 
with each of the standardized 
Products that are 
designed/established in the 
Hosting implementation 
process. 

Applicable to those Products 
that are standardized in EJIE 

Monitoring: Application Performance    
Monitoring the performance of 
the application at the level of 
CPU consumption, memory, 
access times 

The resources necessary for 
the application must be 
determined in advance, as 
well as the parameters 
associated with access 
times,... with regards to the 
application. 

Monitoring: End-user experience    
Advanced application 
monitoring and performance 
analysis tools. 

The premium would apply to 
Advanced Hosting other than 
Mission Critical. Dynatrace … 
only applicable to Advanced 
Hosting Mission Critical  

Monitoring: Load testing     Executable upon client request 

By default applicable to 
Advanced Hosting, which can 
be requested as a Premium 
service for Medium Hosting. 

Billing: Billing periods, rate items. 

  

Monthly billing     Default billing   

Billing: On demand       
Billing associated with 
contracted Premium Services in 
addition to the Hosting Service 

  

** The Hosting service provided by EJIE does not include: Custom software debugging or Code 
development 
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Below is the table of standardized/normalized products and platforms, based on criticality and hosting 
typology: 

 

  
  

  
Mission 
critical 

Critical 
Less 

critical 
Non-

Critical 

Advanced 
Hosting 

Infrastructure S.O. 

Red Hat Enterprise Linux     

Windows Server     

CentOS     

Ubuntu     

Platform 

Backend 

Oracle DB Single Instance     

Oracle DB RAC    (2) 

SQL Server Standalone     

SQL Server Always On    (2) 

MySQL     

MongoDB     

Middleware 

WebLogic     

Apache     

Tomcat     

IIS (1)    

Products 

Moodle.     

Lime Survey     

SAP ECC     

SAP PO     

SAP BW     

Liferay     

Documentum     

FME Desktop     

ODI     

OBIEE/OAS     

Power BI   (3) (3) 

Applications Client Applications     

Medium 
Hosting 

Infrastructure S.O. 

Red Hat Enterprise Linux     

Windows Server     

CentOS     

Ubuntu     

Platform Backend 

Oracle Single Instance     

Oracle RAC    (2) 

SQL Server Standalone     

SQL Server Always On    (2) 

MySQL     

MongoDB     
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Mission 
critical 

Critical 
Less 

critical 
Non-

Critical 

Medium 
Hosting 

Platform Middleware 

WebLogic     

Apache     

Tomcat     

IIS (1)    

Products 

Moodle.     

Lime Survey     

Lamp     

Power BI   (3) (3) 

Applications     

Basic 
hosting 

Infrastructure S.O. 

Red Hat Enterprise Linux     

Windows Server     

CentOS     

Ubuntu     

Platform     

Products     

 

 
Application maintenance encompasses the integrated management and administration of the 
main databases and products that support these business applications, as well as the latter. 
This includes change and deployment management, 24x7 monitoring, comprehensive 
operation of your production systems 24x7, specialized Technical Assistance for queries and 
problems (including scaling to manufacturer). In this sense it is essential to have an 
application maintenance service according to the selected Support level 

IIS – Internet Information Server 

OSB – Oracle Service Bus 

OAS – Oracle Application Server 

ODI – Oracle Data Integrator 

OBIEE - Oracle Business Intelligence Enterprise Edition 

SISS – SQL Server Integration Services 

SRSS – SQL Server Reporting Services 

RHEL – Red Hat Enterprise Linux 

 Service provided  

 Service NOT provided  

 Service with conditions, restrictions or partially provided: 

(1) High availability without session replication 

(2) In previous environments, the same configuration must be provided as in 

Production environments in order to manage incidents, tests, etc... 

(3) service in the cloud, EJIE is responsible for maintaining access to the service 

enabled. 
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SERVICE SHEET 

Service name 

Data Analytics Platform - BatData 

Service line 

Plataformas 

 

Person responsible 

Iratxe Montoya 
i-montoya@ejie.eus 

Clients 
− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Public Bodies 
− Public companies  
− Autonomous Community Bodies 

 

Definition 

BatData is a data and analytics platform hosted in the AWS public cloud that enables entities subscribing to this service to enjoy data 
ingestion, processing, storage, analysis, and visualization capabilities. Therefore, this service will help entities collect data from 
various sources, store it, transform it, and make it available to end-users. 

 

Characteristics 

The main features of this BatData platform are the following:  

Flexible platform that facilitates the efficient onboarding of new entities or customers.  

Ability to optimally support use cases of varying sizes and levels of complexity.  

Scalable architecture that allows the incorporation of new services in the different layers of the platform. 

The architecture of the solution is made up of different layers:  

Ingestion / Integration Layer: It is responsible for extracting data from source sources, such as: relational or NoSQL databases, files, 

IoT, social networks, APIs,... check its quality and save the data in the storage layer of the platform. It can be batch (batches) 

or streaming (real-time).  

Storage Layer: Stores data optimally according to its type: structured, semi-structured or unstructured. Relational databases or other 

storage technologies, such as object storage or a NoSQL database, can be used to cover different architectures of Lake 

House, Data Lake, or Data Warehouse. This layer supports the management of data catalogs and schemas and facilitates 

data governance. 

Processing Layer: It takes care of the necessary transformations on the data so that it can be stored in the correct data model, with 

the necessary data quality and transformations. Processing can be batch or streaming.  

Orchestration Layer: In this layer we can find the planning and coordination of the processes involved in the data life cycle (pipelines).  

Exploitation Layer: Allows the end user to analyze, consult and consume data. These can be consumed in different ways: compatibility 

with standard SQL, interactive queries through BI self-service tools (reports, dashboards,...), from an application through 

APIs, advanced analytics (predictive analysis, time series, big data analysis, machine learning,..) and will be prepared for 

Artificial Intelligence scenarios. 

Platform Layer: Across the board, security, identity management, GDPR compliance, data encryption, access auditing, cost control 

and optimization, integration with CI/CD and automation capabilities are offered. 

 

 

−  
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Types of service 

Those who subscribe to this service will be able to choose three types of service based on the criticality of the initiatives and which 

will be reflected in: 

configurations of contracted services: architecture configuration, availability of MultiAZ services (Availability Zone) over the same 

region, backup and restore policies, data replication, warranties and SLAs  

the advanced support schedule for incidents, 10x5 or 24x7. 

BatData Critical (PRO environment, 24x7) 

This type of service will be offered to customers or entities that, due to the complexity or criticality of their initiatives, need advanced 

24x7 support for BatData services for production environments. Any customer who contracts this service, in addition, must have 24x7 

on their own computer, otherwise it will be impossible to solve errors derived from code developed by the customer. 

Less Critical BatData (PRO environment, 10x5) 

This service is offered to customers or entities that do not consider it necessary to have advanced 24x7 incident resolution support. 

Non-Critical BatData (Non-PRO Environment, 10x5) 

Service modality associated with non-productive environments. 

Technical service offer of the platform. 

The service is based on a platform whose logical data lake architecture is based on the following layers: 

• Data Ingestion / Integration 

• Storage 

• Processing 

• Orchestration 

• Exploitation of information 

• Data governance 

• Platform Management, Operation, Security, Lifecycle, Automation, FinOps, etc. 

In turn, these functional layers are based on cloud services offered both natively by AWS, and in specific cases by marketplace 
solutions. 

Charging 

The pricing, on the other hand, will depend on the number of technologies used, the service contracted and the complexity of the 

architecture of the initiative to be supported. 

The following table is an example of the rates: 

Nivel de Servicio Talla / Complejidad (Cantidad servicios AWS) Importe mensual 

BatData Menos Crítico 10x5 
(NoProd: No Crítico + Pro: Menos Crítico) 

Talla S: 3 a 6 servicios 363,28 € 

Talla M: 7 a 10 servicios 726,56 € 

Talla L: Más de 10 servicios 1.453,12 € 

BatData Crítico 24x7 
(NoProd: No Crítico + Pro: Crítico) 

Talla S: 3 a 6 servicios 726,56 € 

Talla M: 7 a 10 servicios 1.453,12 € 

Talla L: Más de 10 servicios 2.906,24 € 

AWS service costs are viewed in the calculator: https://calculator.aws/#/ 

Note: Calculated costs are viewed in USD and pre-tax. 

 

 

https://calculator.aws/#/


 

Service catalog 

Version 4.2 

 

58 / 79 

Value-added services.  

In addition to the pricing for the recurring service, BatData has a team of professionals that allows it to cover other needs that may be 

available to the client entities and that will be priced separately based on convergent rates of consultant profiles: 

Project Services or New Data & Analytics Initiatives: services for the management and control of the project, facilitating coordina-

tion and communication with the client's team. Specialized technical support is provided in the analysis, design, deployment 

of the initiative, as well as facilitating onboarding to the platform, managing change processes and optimizing the use of 

cloud resources (FinOps).  

Dissemination, promotion and training services of the BatData platform: in the launch of any product it is necessary to carry out 

a promotion and dissemination work of it so that it is known by potential customers. Likewise, it may also require different 

levels of training: executive, functional or specialized-technical. 

− Specialized Technology Consulting Service: Advice will be offered on Data & Analytics technology trends, evaluating 

the innovation of the current EJIE platform services and providing a vision of technological evolution for existing applications 

and future implementations.  

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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5.5 Projects 

SERVICE SHEET 

Service name 

Application development 

Service line 
Projects 

Person responsible 
Juanjo Villa 
jj-villa@ejie.eus 

Clients 
− Directorate of Information Technology and 

Telecommunications 
− Government Depts. 
− Public Bodies 
− Public companies  
− Autonomous Community Bodies 

Definition 
This service is for meeting clients needs through planning, designing and developing custom products or configuring standard 
solutions. The service guarantees compliance with the standards of the Basque Government and EJIE's internal regulations. 
The service includes doing quality control of applications to ensure the technical and functional reliability and quality of the 
products that are going to be incorporated into the Basque Government's infrastructure. 

Characteristics 
− Analysis of the client's needs and definition of the project 
− Project management tasks pertaining to managing deliverables, planning, quality, resources and finance 
− Adheres to the technological standards of the Basque Government and EJIE internal regulations 
− The standard quality assurance model that guarantees the quality levels of the product obtained is applied 

Service Typologies 
− Information Systems Plan: The complete model for digitalising the business processes managed by an entity 
− Project Management and Development: The complete management of an application development project from the initial 

capturing of a client's needs to implementing the systems in production environments. 
− Technical Office: Project monitoring and evaluation of the quality of the products developed from a functional and 

technical point of view 
− Integral project: Includes the above typologies, project management and development as well as the technical office 
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SERVICE SHEET 

Service name 

Application maintenance 

Service line 
Projects 

Person responsible 
Juanjo Villa 
jj-villa@ejie.eus 

Clients 
− Directorate of Information Technology and 

Telecommunications 
− Government Depts. 
− Public Bodies 
− Public companies  
− Autonomous Community Bodies 

Definition 
This service is for corrective and evolutionary maintenance tasks for products based on custom application development or 
configuring a standard solution while ensuring compliance with the standards and internal regulations of the Basque 
Government. 
The service includes doing quality control of applications to ensure the technical and functional reliability and quality of the 
products that are going to be incorporated into the Basque Government's infrastructure. 

Characteristics 
− Project management tasks pertaining to managing deliverables, planning, quality, resources and finance 
− Corrective, evolutionary and regulatory tasks depending on the needs specified by the client 
− Adheres to the technological standards of the Basque Government and EJIE internal regulations 
− The standard quality assurance model that guarantees the quality levels of the product obtained is applied 
− Parametrisation and configuration of market systems that satisfy the requirements and needs expressed by the client 
− Training tasks that make it possible to guarantee that client and EJIE staff have the knowledge they need to use and 

support the product developed. 
− Creation of the structures for supporting and updating internal EJIE resources (information systems, processes, CMDB, 

etc.) for operating and doing technical administration of the product that will be implemented. 
− Making requests to implement versions of the product 
− Managing and executing product changes within the EJIE infrastructure based on the architecture and implementation of 

successive versions 
− Verification of the technical and functional operation of the application in the EJIE production environment 

Service Typologies 
− Maintenance Time Bank: A limited number of hours of technical staff specialised in maintenance tasks is provided that will 

be consumed as change operations are designed and deployed on an information system in production. 
− Maintenance Project: A specific that is project planned, executed and controlled in order to carry out a pre-established set 

of change operations on an information system in production that ends once the changes have been implemented.  
− Maintenance by Service Level Agreement: A Job framework based on a service level agreement to perform 

maintenance tasks on an information system in production. 

  



 

Service catalog 

Version 4.2 

 

61 / 79 

SERVICE SHEET 

Service name 

Technological projects 

Service line 
Projects 

Person responsible 
Aritza Iratzagorria 
a-iratzagorria@ejie.eus 

Clients 
− Directorate of Information Technology and 

Telecommunications 
− Government Depts. 
− Public Bodies 
− Public companies  
− Autonomous Community Bodies 

Definition 
The Technological Projects service includes studying, planning and carrying out technical projects for designing and 
implementing technological solutions that will be used by other services later on (e.g. application development), or updating 
current resources for new client and EJIE needs (e.g. updating Oracle to a new version). 

Characteristics 
− Definition and analysis of new technological solutions 
− Agreement to determine project deadlines, costs and quality 
− Planning the activities and resources designated for the project 
− Preparing the required infrastructures 
− Base implementation of the newly designed technological solution 
− Writing the documentation for supporting the solution implemented 
− Creating the support and updating structures for the internal EJIE resources (information systems, processes, CMDB, etc.) 

for operating and doing technical administration of the product implemented 
− Carrying out the complete deployment within the operational scope established for each project. 

Service Typologies 
This service does not have any service typologies.  
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5.6 Workplace 

SERVICE SHEET  

Service name 

Collaboration and communication services (Elkarlan) 

Service line 

Unified corporate services 

 

Person responsible 

Fernando Ruiz 
Fernando-ruiz@ejie.eus 
 

Clients 

− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

 

Characteristics 

The Elkarlan service is a group of services oriented towards improving the productivity of public employees of the Basque 
Government. These services are provided to clients as packets to provide the most suitable response for different user profiles. 
EJIE can provide the Elkarlan services in two modalities: 

− On-site Includes the following services provided in the EJIE cloud: 

• Email (MS Exchange) 
 

− Cloud SaaS It also provides the possibility to hire different Office 365 plans provided directly in the Microsoft cloud. 

• Exchange On-line 

• Office365 Enterprise E1 

• Office365 Enterprise E3 
− Zoom: es un Sistema de videoconferencia o reuniones virtuales (HD) que se puede utilizar desde cualquier dispositivo 

(Videoconferencia alojada en Zoom (cámara web o teléfono) o desde Hardware físico (salas de conferencias)) y con 
las funcionalidades:  

• Chats en vivo 

• Compartición de pantalla, documentos y escritorios 

• Grabación de sesiones 

• La activación de GDPR / HIPAA 

• Mercado de aplicaciones para integración con aplicaciones terceras. 

 

Service Typologies 

− Email: This service includes individual mailboxes for the client's end users with the corresponding email addresses, in 
addition to collaboration features (public folders, shared calendars, etc.) 

Key Parameters Plus Standard 

Mailbox size  5 GB 1 GB 

Message retrieval (data age) * 3 months ** 1 week 

Secure MAPI access via SSL using Outlook Anywhere (RPC over HTTPS)  √ √ 

Outlook Web App 2013 (OWA) over SSL  √ √ 

Offline OWA √ √ 

Email access with mobile devices via ActiveSync - iPhone, Android, Windows Mobile  √ √ 

 
 
 

− Office 365: EJIE maintains a collaborative system in Office 365 that it provides to its clients. Office 365 offers several 
productivity services under the same platform in an SaaS mode (Software as a Service). Hybrid scenarios have been 
initiated at Elkarlan where users are on the client and the services are housed in the Microsoft data centre. Consuming that 
service will be done exclusively through the Internet. 

 



 

Service catalog 

Version 4.2 

 

63 / 79 

Key Parameters  Exchange Online  Office 365 Enterprise E1  
Office 365 Enterprise 

 E3  

  

Web access to 
email 
Email with 50G 
mailbox  
  

Online versions of Office 
with email and video 
conferences  
Office applications 
included  

  
Email with 50G mailbox  
1T file storage  
HD video conferences  
Office Online  
Team sites  

All the characteristics of 
E1 plus additional tools, 
information protection and 
unified communications  
Office applications included  

 

  
Email with a mailbox of 
unlimited size 

 

Advanced email 
characteristics  
Rights managements, data 
prevention loss 

Office applications available for installation Word, 
Excel, PowerPoint, Outlook, Publisher and 
OneNote on up to 5 Windows PCs or Macs per 
user  

  

  √  

Office applications available for installation on 
tablets and mobile phones with up to five devices 
per user  

  
  √  

Online versions of Office:Word, Excel and 
PowerPoint  

  
√  √  

File storage and sharing with 1TB per user    √  √  

Enterprise type email, calendar and contacts with 
50G per user  

√  √  
√  

Unlimited mailbox  

Unlimited online meetings with up to 10,000 
participants  

  
  √  

Intranet site with personalised security options      √  

Corporate social network to help employees with 
collaboration  

  
√  √  

Task Management with tools that help teams 
create plans, organise themselves and assign 
tasks  

  
√  √  

Workspace based on the Microsoft Teams chat    √  √  

Personalised search in Office 365 using Office 
Graph  

  
√  √  

Corporate video portal    √  √  

Enterprise application management with Group 
policy, Telemetry and Shared Computer 
Activation  

  
  √  

Self-service Business Intelligence for discovering, 
analysing and viewing data in Excel  

  
  √  

Compliance 
Solutions:Archiving,Auditing and eDiscovery  

  
  √  

Information Protection:Rights management and 
data loss prevention for email  

  
√  √  

Microsoft StaffHub    √  √  
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− Zoom: EJIE offers a videoconferencing system that allows group video calls with audio, video or both at the same time. 

Main 
Parameters 

Zoom basic Zoom avanzed Zoom Rooms 
Conference Room 
Connector 

User Plan √  √    

Device Plan   √  √  

Key features − Free license 

− Meetings up to 
40 minutes per 
meeting  

− 100 attendees 
per meeting  

− 3 slate included  

− Team Chat  

− Mail & Calendar  

− Customer 

− Enterprise License 

− Meetings up to 30 
hours per meeting  

− 500 attendees per 
meeting  

− Unlimited & Plus 
Whiteboard  

− Team Chat  

− Mail & Calendar  

− Customer  

− Additional SSOs, 
managed domains, 
and more  

− Rooms & Webinars 

− Includes Zoom Whi-
teboard Plus  

− Tap once to join meeting 
rooms  

− One-click wireless sharing 
by proximity  

− Multi-party wireless sha-
ring  

− 720p HD video and audio  

− Supports up to 1000 par-
ticipants per video or 
10,000 webinar viewers  

− Unlimited digital signage 
both inside and outside 
the cinemas  

− Unlimited programming 
screens  

− Room Management  

− Interactive tactile white-
board and joint annotation  

− Room Lighting and Envi-
ronment Controls  

− Supports up to 10 room 
controllers  

− Supports up to 3 displays  

− Supports an unlimited 
number of cameras in the 
room  

− One click to join third-
party meetings  

− Works with device hard-
ware and an open hard-
ware ecosystem  

− Calendar integration with 
Office 365, Google, and 
Exchange  

− User-friendly control inter-
face  

− Cloud Meeting Recording 
and Transcription 

− Connect H.323/SIP systems 
to desktops, tablets, mobile 
devices, Zoom Rooms, and 
other H.323/SIP endpoints  

− Works with many existing 
endpoints, including those 
from Polycom, Cisco, 
Lifesize, and others  

− Cloud or on-premises (VM) 
room connector 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE SHEET 

Service name 

Virtual desktop services (Lekuona) 

Service line 

Workplace 

Person responsible 

Fernando Ruiz Marroquín 
fernando-ruiz@ejie.eus 

Clients 

− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

Definition 

This is a workstation virtualisation service (virtual desktop) for end users and the business applications they use every day (virtual 
applications), which is based on VMWare products. 

Characteristics 

This service can be used with any device and from any place. Access is through every client's corporate user. 

The complete Lekuona service that is provided to clients includes putting a group of operational processes into operation (e.g. 
configuration changes, demand & capacity, performance) that guarantee efficient management of the IT service (IT Service 
Management - ITSM) and the quality of the service for the client. Additionally, the service management includes monitoring the life 
cycle of the Lekuona service from the initial client onboarding to decommissioning/removal or end of providing the service. 

Service Typologies 

− Workstation Virtualisation 

• Instant Clone VDI Workstation - Non-dedicated with Active Directory authentication from Convergence or the end 

client (entity) 

• Full Clone VDI Workstation - Dedicated with Active Directory authentication from Convergence or the end client 

(entity) 

− Application Virtualisation 

• Virtualised and remotised business applications for terminal services (Remote Services Desktop Hosts - RDSH) 

with Active Directory authentication from Convergence or the end client (entity) 

The following optional modules are added to these typologies: 

− Access from the internet through UAG servers 

− Multi-factor authentication (MFA) Authentication with a second factor for access from the internet using Okta integration 

 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE SHEET 

Service name 

Printer management 

Service line 

Workplace 

Person responsible 

Fernando Ruiz Marroquín 
fernando-ruiz@ejie.eus 

Clients 

− Directorate of Information Technology and Telecommunications 
− Government Depts. 
− Autonomous Community Bodies 
− Public Bodies 
− Public companies 

Definition 

This is a service for providing printing devices, services associated with breakdown maintenance and configuration and providing all 
the consumable components so users can be guaranteed to have a viable, managed and efficient printing environment. 

Characteristics 

− Device Supply This activity provides leased printers in response to client needs. 

• It includes transport for all the hardware elements (printing devices and all accessories) and software to the 

facilities. 

• Physical installation of the devices in a specified location  

• Required software elements are supplied, for example drivers or client software  

• Preparing and validating the delivery of software to the client or controllers with technical staff and standard 

configuration of the devices needed at the workstations 

• Configuring the devices in compliance with security requirements 

• Installing accessories for the devices (duplex unit, paper input and output devices, etc.)  

• Configuring the security, authentication and authorisation modules on the devices that have that functionality built 

in    

• Incorporating the devices into the designated management platform 

• Assigning passwords for configuring the devices remotely  

• Validating that the devices function properly after installation  

• Carrying out the installation, removal or replacement of any device in the client's facilities will require prior 

authorisation from the entity. 

− Configuration and Damage Maintenance This activity is in charge of the good health of the printer pool and handling 

notifications from users of the service. 

• Managing incidents, requests, problems and changes in the pool, including in-situ technical assistance for 

breakdowns or changes when the incident requires it The incidents will come via the management of the service 

or other projects that impact the service All incident tracking and requests must use the corresponding GestiónIT 

tool. 

• An attempt will be made to resolve incidents and requests at the first level. If that fails it will be escalated to the 

second service level.  

• Installing printing management and monitoring software using a multi-brand management platform  

• Managing incidents, problems and changes deriving from the monitoring and printing control service 

− Consumable Supply This activity proactively supplies the consumables needed for the printers it is responsible for. 

• Proactively managing and monitoring the condition of the consumables in the service's printer pool 

• Transporting consumables to the location where the printer whose consumable needs to be replaced is located 

• Installing consumables (physically plugging in) 

• Security stock management, provided in the locations determined by the entity. 

• Management and parametrising the service's monitoring tool Establishing the monitoring thresholds for the 

consumables 
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Service Typologies 

This service does not have any service typologies. 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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SERVICE FILE 

Service name 

Managed Workplace 

Service line 
Workplace 

Person responsible 
Fernando Ruiz 
fernando-ruiz@ejie.eus 

Clients 

− Departments of the Basque Government 
− Osakidetza 
− Red Sectorial de Justicia 
− Autonomous Community Bodies 
− Public companies  
− Public Bodies 

− Other organisations of the Basque Government 

Definition 
This service provides users with the technological resources they need for day to day activities at their workplace and it 
meets the needs of every client entity and adheres to the policies and rules for each entity that consumes the service at 
all times. 

Characteristics 

− Micro-computing device (PCs, monitors, laptops, printers, scanners) rental 

− Warranty management, maintenance and removal of devices when the rental contract has ended, ensuring that 
technical and environmental criteria are met and providing the service in an environmentally responsible way 

− On-site installation, support and maintenance of micro-computing devices that users have associated with their 
workplace, ensuring the devices function properly at all times and doing any technical interventions needed to resolve 
any anomalies  

− Centralised integral management and maintenance of the base software platform installed on the hardware, in addition 
to any other software in the homologated software catalogue and ensure the software functions suitably on the hardware 
and strive for its improvement and evolution  

− Deploying and updating security solutions, anti-virus software, patches and operating system versions at the user's 
workplace are included, in addition to all interventions intended to restore the normal operation of an element with 
configuration, software or firmware 

 

Service typologies 
This service does not have Service types 

Rates 

The rates are updated in Annex I: Current rates that will be applied to orders 
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5.7 Users 

SERVICE FILE 

Service name 

Identity and access management (IAM) 

Service line 

Users 

Person responsible 

Susana Santa Cruz 
susana-santacruz@ejie.eus 

Clients 

− Information Technology and Telecommunications 
Directorate 

− Deps. of Government 
− Autonomous Organisms 
− Public Bodies 
− Public companies 

Definition 

The primary goal of the identity and access management service, hereinafter the IAM service, is to establish the guidelines for 
identity governance in the services EJIE provides to entities that consume or administer convergent services. 
That includes monitoring the life cycle of provisioning and incorporating internal and external users or collaborators etc., monitoring 
the authorisation process for permissions for existing users, and excluding users when they are no longer authorised to access the 
resources they had authorisation for. 

The IAM service is in charge of governance, policies and processes that guide how user roles and access to 
resources should be defined and administered. 

Characteristics 

The IAM service is based in different SaaS (Okta, AzureAD) and onprem (OIM, Active Directory, XLNets directory) solutions. 
Both the consumer and administrator identities subscribed to the service will benefit from features and functionalities, including and 
depending on the offering: 

− Unique identity 
− Life-cycle management 
− Access certification, which can be viewed and obtained on the service website 
− Service website tool for authorised people from the entity with the offering of requests and incidents 
− Multifactor authentication with different authenticators (password, mobile app, security keys, email, etc.) 
− Contextual access directives based on location, device platform, behaviour, etc. 
− User account password self-recovery 
− Session start traceability 
− Service with 24 x 7 support 

Access through roles 

Service typologies 
Administrator identities 

• This identity is based on the Okta SaaS platform and the Elkarlan Active Directory. 

• It is an administration identity that will have privileges for the convergent service it has access to. 

• They are administrative identities or ones that have some kind of privilege that can be granted to any person who can 
administer a convergent service globally or partially: 

• Authorised users from entities 

• Support users (systems) 

• Technical assistance (development) 

• Ejie 

• It is a horizontal service included in the subscription to other convergent services by default  (federated with 
Okta/Azure AD or not). 

• The access the convergent service with privileges, the user will have a username, username@elkarlan.euskadi.eus, and 
permissions for the convergent service hired. 

• Identity managed by the IAM service, guaranteeing the life-cycle of the identity 
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• Access managed by the IAM service, according to groups specified by the manager of the service that access is given to 

• If the service is federated and allows it, the administrative identity will have two-factor authentication 

• Delegated management is not included 

• Examples: 

• Subscribers to the infrastructure service as an IaaS service (the IAM service will take care of providing the admin 
identities necessary to access the vRA console) 

• Authorised users of entities that require access to ServiceNow 
 

Managed Identities 

• They are always consumption identities that allow consuming convergent services. 

• There are four managed identity options: 

▪ EJIE identity management 

• Master consumer identity managed by the IAM service, guaranteeing the life-cycle of the identity 

• Access and services managed by the IAM service 

• The identity management system (OIM) is used and its authorisation source is Synergy. 

• OIM provisions the accounts in the final repositories that have been designated (AD, Exchange, XLNets) 

• Authentication depends on the service that is going to be consumed (ejsarea Active Directory or XLNets) 

• It does not include delegated management 
 

▪ Identity management by the Basque government 

• Master consumer identity managed by the IAM service, guaranteeing the life-cycle of the identity 

• Access and services managed by the IAM service 

• The identity management system (OIM) is used and its authorisation source is EIZU (HR). 

• OIM provisions the accounts in the final repositories that have been designated (AD, Exchange, XLNets) 

• Authentication depends on the service that is going to be consumed (ejsarea Active Directory or XLNets) 

• [Optional] Delegated access management 
 

▪ Justizia identity management 

• Master consumer identity managed by Deitu, guaranteeing the life-cycle of the identity 

• Access and services managed by Deitu + IAM service 

• Authentication is against the justizia Active Directory 

• [Optional] Delegated management using ActiveRoles 
 

▪ Identity management for remaining entities 

• Master consumer identity managed by the IAM service, guaranteeing the life-cycle of the identity 

• Access and services managed by the IAM service 

• Authentication is against the elkarlan Active Directory 

• They do not have their own Active Directory. Their identities are in an elkarlan OU. 

• [Optional] Delegated management using ActiveRoles 
 

Cloud Identities 

• This identity may be for a consumer or administrator. It is based in Okta, Azure AD and Active Directory solutions that belong 
to the entity. (* If the entities are in an Elkarlna OU, it will be the Elkarlan AD) 

• They allow access to cloud applications or services, which may be services provided in convergence or an entity’s own cloud 
services. 

• The master identity can be managed by the IAM service or the entity. The life cycle is the entity’s responsibility, and it will be 
shown in the imported identity, which will be an image of the master identity. 

• It includes double factor identification. 

• The nomenclature of the identity will be: username@entidad.eus 
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SERVICE FILE 

Service name 

User Service 

Service line 

Users 

Person responsible 

Susana Santa Cruz 
susana-santacruz@ejie.eus 

Clients 

− Information Technology and Telecommunications 
Directorate 

− Deps. of Government 
− Autonomous Organisms 
− Public Bodies 
− Public companies 

Definition 

 
The user service provides support for users (human capital) of the companies, providing value, trust and reliability. We have staff, 
technology and processes prepared and oriented specifically to help people with their day-to-day relationship with technology, 
creating security among the members of the team and fostering trust in the tools used every day for business processes. 
 
Its goal is to be the single point of bilingual contact for resolving or managing incidents that are generally circumscribed by the IT 
sphere, although it is possible to create AD-HOC definitions for certain processes. (employees (B2E), consumers (B2C), 
professionals (B2B)) 
 
It includes incident and request reception through several channels to maximise the availability of the business tools to increase 
productivity. In addition, proactive management is done to try and resolve the root cause of repetitive incidents (problem 
management), to reduce the number of incidents as far as possible. We are experts in customer service. Consequently, our goal is 
to be improving our services constantly. We analyse market trends and incorporate them into our services, which our clients benefit 
from. 
 
The pursuit of the service is to resolve the highest number of incidents on the first call (60% - 80%), so more specialised support 
can be primarily focused on the evolution of the tools. The scope and procedures, as well as the quality standards, needed by the 
service are determined for every client. 
 

Characteristics 

 
The user service is backed by different solutions, like: 

• An IT management tool for incident management, knowledge management and relationships with other processes. 

• An omnichannel solution that lets us monitor and automate phone calls to manage users better and provide better 
services. 

• Latest generation office software for data analysis or exporting information 

• A platform for managing SMS and information for management users 
 

It is backed up by a human team that is specifically trained to provide high quality services to every entity and that has the back 
office tools needed and the goal of being front-line problem solvers. The service will be provided in both official languages. 

 

We will help subscribers create an optimal configuration adapted to their entity. 

• If necessary, we will connect the client’s devices using a SIP Trunk to economise and enable call management. 

• We will provide a series of options based on our expertise, like call recording, message definition in the data protection 
sphere and confidentiality clauses. The data manager will be named by the organisations and the possibility of activating 
end user telephone or email surveys will be offered. 

• We will provide a switchboard with IVR that is manageable by the CAU team and is adapted to whatever needs they have 
that may come up, from flows for channelling calls, automating certain services or activating dissuasive messages. 

• We will continuously monitor the service to ensure a service percentage of at least 85% of the calls, and make sure 
responses are always given before 20 seconds on 70% of the calls. 

• We will create service protocols for users. 
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• In a complementary way, a personalised end user site for the entity can be hired where incidents can be created and 
tracked, and information about the status of the service can be received. 

• We will do a thorough analysis of the processes with the goal of identifying opportunities for optimisation and automation, 
in order to improve operational efficiency and effectiveness. 

• We will create a knowledge base with all the procedures applicable for the CAU that will be the basis for 
managing/resolving incidents manually or automatically. 

• Committed calls will be made monthly for the size of the team based on the service provided in previous years, as well as 
possible benchmarks that are forecast for every month. 

• Monthly reports will be delivered with the volume of service committed, received, answered, AOT (average operation 
time), notable benchmarks, serious incidents handled during the month, new procedures or updates during the period. 

• The entities will be monitored to share concerns or work on proposals for improvement. 

 

Service typologies 

 

• Service Desk:  This is a service that can be hired from 7.30 AM to 8 PM on working days from Monday to Friday. 
The service is configured alongside the client and service protocols will be created to maximise first-instance resolution 
and a knowledge base will be designed that is adapted to the entity to retain knowledge and protect intellectual property, 
solutions will be automated and self-resolution will be encouraged. And monthly tracking will be done by the client where 
the most important metrics will be shown. 
 

• Advanced Service Desk: This is a service that can be hired for the times the client wants, including 24 x 7. 
The service is configured alongside the client and service protocols will be created to maximise first-instance resolution 
and a knowledge base will be designed that is adapted to the entity to retain knowledge and protect intellectual property, 
solutions will be automated and self-resolution will be encouraged. And monthly tracking will be done by the client where 
the most important metrics will be shown. 

 
• ADI: This is a service that can be hired 24 x 7 for user groups with critical or special needs. It can be for VIP users or 

highly critical areas. Rapid access to single interlocutors, availability, security, immediate solutions and confidentiality are 
provided. 

 

• SD-Batera:  This is a horizontal service provided intrinsically for all consumers of 24 x 7 convergent services. A priori, 
clients have a service website where they can do all tasks (requests and incidents), with SD-BATERA to dynamise 
requests or register and handle incidents about the services assigned to the entity. It has service protocols to maximise 
first-instance resolution supported by a knowledge base adapted to the entity to retain knowledge and protect intellectual 
property, automate solutions and encourage self-resolution. 
 

• SIM: This is a horizontal service that is provided intrinsically to all consumers of 24 x 7 convergent services. Every entity 
that is assigned convergent services has access to this service, which will be in charge of dynamising and informing about 
eventualities that may arise day to day (SIM - serious incident management, CBI - cyberincidents and BC - business 
continuity). The entity will provide distribution and telephone lists for notifications about eventualities and how they evolve. 
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5.8 Other services 

SERVICE SHEET 

Service name 

Custom services 

Service line 
Other services 

 

Person responsible 
EJIE Steering Committee 
 

Clients 
− Directorate of Information Technology and 

Telecommunications 
− Government Depts. 
− Public Bodies 
− Public companies  
− Autonomous Community Bodies 

 

Definition 
Custom services include all services associated with the particular needs of a client that cannot be met by other services in 
the catalog. They are created specifically for that client and are withdrawn once their service period ends.  
If a custom service can be reused, the EJIE Management, with support from others, will evaluate whether it should be 
included in the service catalog, following the processes established for that purpose. 

 

Characteristics 
− Identifies the need for a new service not included in the catalog according to the requirements provided by the client 
− Formalizing a project to create the service 
− Define and design a solution that meets client needs and becomes a service once created 
− Implementation, maintenance and support of the service ensuring the customer's requirements for providing the service 

are met 
− The service will be provided for a determined period of time and it may be renewed periodically as set forth in the 

agreement made between EJIE and the client  
− Withdrawal of the service once its service period has ended 
− A custom service may be consolidated into a catalog service if EJIE management and the other participating parties (IT 

Services Manager, Service Manager, etc.) believe it can be reused. 
 

 

Service Typologies 
This service does not have any service typologies.  
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6 Service Level Agreements 

Our global commitments are: 

◼ Consider all satisfaction survey ratings below 5 (out of 10) as non-conformities in the quality 
management system 

◼ Consider all formal complaints as non-conformities in the quality system and provide a response 
with the conclusions of our analysis within the month 

◼ Consider all non-compliances of the established ANS as non-conformities in the quality system 
and manage the removal of the causes of the non-conformity until it is definitively closed 

6.1 Technical Assistance and Consulting 

6.1.1 Technical Assistance 

No standard service levels have been agreed on. 

6.1.2 Consulting 

No standard service levels have been agreed on. 

6.2 Communications and security 

6.2.1 Headquarters connectivity 

Id. Descripción ANS 

A-CWAN-01 % of user incidents resolved within the WAN Connectivity service deadline ≥ 90,00 

6.2.2 Managed SMS 

No standard service levels have been agreed on. 

6.2.3 Voice 

Id. Description ANS 

A-VOIP-01 % of availability of the VoIP service ≥ 99,00 

A-VOIP-02 % of user incidents resolved within the Voice service deadline ≥ 85,00 

A-VOIP-03 % of user requests resolved within the Voice service period ≥ 80,00 

A-VOIP-04 % of infrastructure incidents resolved on time in the IP Telephony service ≥ 90,00 

6.2.4 Mobile communications 

Id. Description ANS 

A-COMV-03 % of availability of the mobile communications service ≥ 99,00 

A-COMV-04 % of user incidents resolved within the mobile communications service period ≥ 87,00 

A-COMV-05 % of user requests resolved within the term of the Mobile Communications service ≥ 85,00 

6.2.5 Video 

No standard service levels have been agreed. 
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6.2.6 LAN and Wi-Fi infrastructure 

Id. Description ANS 

A-CNCT-01 % of user incidents resolved on time for the Access Network service (LAN and Wi-Fi 
Infrastructure) 

≥ 80,00 

A-CNCT-02 % of user requests resolved on time for the Access Network service (LAN and Wi-Fi 
Infrastructure) 

≥ 85,00 

6.2.7 Identity and access protection 

Id. Description ANS 

A-NVGC-01 % of availability of the browsing service ≥ 98,00 

A-NVGC-02 % of user incidents resolved within the browsing service period ≥ 80,00 

A-NVGC-03 % of user requests resolved within the Navigation service period ≥ 70,00 

A-NVGC-04 % of infrastructure incidents resolved on time for the Secure Web Browsing service ≥ 90,00 

A-NVGC-05 % of availability of the Secure Remote Access (PIA) service ≥ 99,00 

A-NVGC-06 % of user incidents resolved on time for the Secure Remote Access (PIA) service ≥ 80,00 

A-NVGC-07 % of user requests resolved on time for the Secure Remote Access (PIA) service ≥ 70,00 

A-NVGC-08 % of availability of the Secure Wi-Fi LAN Access (PIA) service ≥ 99,00 

A-NVGC-09 % of user requests resolved on time for the Secure Wi-Fi LAN Access (PIA) service ≥ 70,00 

A-NVGC-10 % of availability of the Cybersecurity Awareness (PIA) service ≥ 80,00 

6.2.8 Application, Infrastructure and Endpoint Protection 

Id. Description ANS 

A-PAIE-01 % of user requests resolved on time for the Secure Email service ≥ 70,00 

A-PAIE-02 % of user requests resolved on time for the Firewall service ≥ 70,00 

A-PAIE-03 % of user requests resolved on time for the WAF service ≥ 70,00 

6.2.9 Advanced Security Monitoring and Response. 

Id. Description ANS 

A-SSOC-02 % of user requests resolved on time for the Threat and Vulnerability Management service ≥ 80,00 

6.3 Infrastructures 

6.3.1 Housing 

No standard service levels have been agreed on. 

6.3.2 IaaS 

Id. Description ANS 

A-IAAS-01 % of availability of the IaaS service ≥ 99,00 

A-IAAS-02 % of user incidents resolved within the IaaS service period ≥ 82,00 

A-IAAS-03 % of user requests resolved within the IaaS service term ≥ 80,00 

A-IAAS-04 % of infrastructure incidents resolved on time in the IaaS service ≥ 90,00 
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6.3.3 Zaintza Backup 

Id. Description ANS 

A-BZAI-02 % of user requests resolved on time for the Zaintza Backup service ≥ 90,00 

A-BZAI-03 % of infrastructure incidents resolved on time for the Zaintza Backup service ≥ 75,00 

A-BZAI-04 % of availability of the Zaintza Backup service - Infrastructure Repository ≥ 97,00 

A-BZAI-06 % of availability of the Zaintza Backup service - Backup Agents ≥ 97,00 

6.3.4 Storage 

Id. Description ANS 

A-ALMN-02 % of user requests resolved within the Storage Service Term (STaaS))  ≥ 75,00 

6.4 Platforms 

6.4.1 Hosting 

Id. Description ANS 

A-HOST-01 % of availability of the Hosting mission critical service ≥ 97,00 

A-HOST-02 % of availability of the Hosting critical service ≥ 96,00 

A-HOST-03 % of user incidents resolved within the Hosting service period ≥ 80,00 

A-HOST-04 % of user requests resolved within the Hosting service period ≥ 70,00 

6.4.2 Data Analytics Platform - BatData  

No standard service levels have been agreed. 

6.5 Projects 

6.5.1 Application development 

No standard service levels have been agreed on. 

6.5.2 Application maintenance 

No standard service levels have been agreed on. 

6.5.3 Technological projects 

No standard service levels have been agreed on. 

6.6 Workplace 

6.6.1 Collaboration and communication services (Elkarlan) 

Id. Description ANS 

A-ELKN-01 % of availability of the Elakrlan service ≥ 98,00 

A-ELKN-02 % of user incidents resolved within the Elkarlan service period ≥ 82,00 
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6.6.2 Virtual desktop services (Lekuona) 

Id. Description ANS 

A-ESCV-01 % of availability of the Lekuona service ≥ 98,00 

A-ESCV-02 % of user incidents resolved within the Lekuona service period ≥ 82,00 

6.6.3 Printer management 

Id. Descripción ANS 

A-IMPR-01 % de incidencias usuario resueltas en plazo del servicio de Impresión ≥ 80,00 

A-IMPR-02 % of user requests resolved on time for the Printing service ≥ 60,00 

A-IMPR-03 % of Printing service availability (PPI) ≥ 98,00 

 

6.6.4 Managed Workplace 

Id. Description ANS 

A-PGES-01 % of user incidents resolved within the timeframe of the Managed Workstation service ≥ 75,00 

6.7 Users 

6.7.1 Identity and access management (IAM) 

Id. Description ANS 

A-GIAM-01 % of user requests resolved within IAM service term ≥ 70% 

A-GIAM-02 % of user incidents resolved within the IAM service period ≥ 90% 

A-GIAM-03 % Availability of administrator identities ≥ 97,00 

A-GIAM-04 % Availability of managed identities ≥ 97,00 

A-GIAM-05 % Availability of cloud identities ≥ 97,00 

6.7.2 User Service 

Id. Description ANS 

A-ATUS-01 % of abandoned calls ≤ 15% 

A-ATUS-02 % of calls answered in 20 seconds ≥ 80% 

A-ATUS-03 % of user issues resolved in less than 4 hours by the Customer Support service ≥ 75 

A-ATUS-04 % of user issues resolved in less than 24 hours by the Customer Support service ≥ 80 

A-ATUS-05 % of user issues resolved at the first level of the Customer Support service ≥ 55 

A-ATUS-06 % of user issues resolved on time by the Advanced Service Desk service ≥ 80 

A-ATUS-07 % of user issues resolved on time by the Basic Service Desk service ≥ 80 

A-ATUS-08 % of user requests resolved on time by the Basic Service Desk service ≥ 60 

6.8 Other services 

6.8.1 Custom services 

No standard service levels have been agreed on. 
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1 Information security and ENS compliance 

EJIE provides services from its catalog with a certificate of compliance with the requirements of Spanish 
Royal Decree 311/2022 of 3 May, which regulates the National Security Framework (ENS, Esquema 
Nacional de Seguridad), for MEDIUM category information systems and with some conditions that are 
specified below. 

 

Service ENS category provided by EJIE Remarks 

Technical support MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

Consulting MEDIUM Not provided for HIGH category 

WAN Connectivity MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

Managed SMS HIGH Category provided by the supplier 

Voice MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

Mobile Communications MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

Browsing MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

Videoconferencing 
service 

MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

LAN and Wi-Fi 
connectivity 
management 

MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

Secure Remote 
Connection 

MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

Housing MEDIUM Not provided for HIGH category 

IaaS MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 
Responsibility for the information security of 
assets that make up and support the “virtual 
machine service” will be shared between EJIE 
and the client, and the client will be responsible 
for what is installed on the servers. 

Zaintza Backup MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

Storage (STaaS) MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 
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Service ENS category provided by EJIE Remarks 

Hosting MEDIUM Compliance of the service with HIGH category 
information systems will require executing a 
bespoke project that will only be viable with 
advanced hosting or premium option typologies. 

The basic and medium hosting modalities 
provided by EJIE will only cover ENS 
requirements for MEDIUM category information 
systems. The client will be responsible for 
incorporating additional security measures if they 
want to use basic or medium hosting as a support 
for HIGH category systems. 

Application development MEDIUM Not provided for HIGH category 

Application Maintenance MEDIUM Not provided for HIGH category 

Technological projects MEDIUM Not provided for HIGH category 

Virtual desktop services 
(Lekuona) 

MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

Printer management MEDIUM Not provided for HIGH category 

Managed Workplace MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

Collaboration and 
communication services 
(Elkarlan) 

MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

Security operations 
centre service 

MEDIUM This service is considered to be a security 
measure the client uses to meet a higher level of 
security. 

BDaaS platform - Big 
data as a service 

MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

Identity and access 
management (IAM) 

MEDIUM Service compliance with HIGH category 
information systems will require executing a 
bespoke project. 

User Service MEDIUM Not provided for HIGH category 

Custom services Any ENS compliance requirement 
requires independent evaluation. 

 

 


